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Summary

CVE CVE-2018-6832

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-09 17:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Stack-based buffer overflow in the getSWFlag function in Foscam Cameras C1 Lite V3, and C1 V3 with firmware 2.82.2.33 and earlier, FI9800P V3, FI9803P V4, FI9851P V3, and FI9853EP V2 2.84.2.33 and earlier, FI9816P V3, FI9821EP V2, FI9821P V3, FI9826P V3, and FI9831P V3 2.81.2.33 and earlier, C1, C1 V2, C1 Lite, and C1 Lite V2 2.52.2.47 and earlier, FI9800P, FI9800P V2, FI9803P V2, FI9803P V3, and FI9851P V2 2.54.2.47 and earlier, FI9815P, FI9815P V2, FI9816P, and FI9816P V2, 2.51.2.47 and earlier, R2 and R4 2.71.1.59 and earlier, C2 and FI9961EP 2.72.1.59 and earlier, FI9900EP, FI9900P, and FI9901EP 2.74.1.59 and earlier, FI9928P 2.74.1.58 and earlier, FI9803EP and FI9853EP 2.22.2.31 and earlier, FI9803P and FI9851P 2.24.2.31 and earlier, FI9821P V2, FI9826P V2, FI9831P V2, and FI9821EP 2.21.2.31 and earlier, FI9821W V2, FI9831W, FI9826W, FI9821P, FI9831P, and FI9826P 2.11.1.120 and earlier, FI9818W V2 2.13.2.120 and earlier, FI9805W, FI9804W, FI9804P, FI9805E, and FI9805P 2.14.1.120 and earlier, FI9828P, and FI9828W 2.13.1.120 and earlier, and FI9828P V2 2.11.1.133 and earlier allows remote attackers to cause a denial of service (crash and reboot), via the callbackJson parameter.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Foscam C1 - All All All

Hardware Foscam C1 2 All All All

Hardware Foscam C1 3 All All All

Hardware Foscam C1 - All All All

Hardware Foscam C1 2 All All All

Hardware Foscam C1 3 All All All

Operating System Foscam C1 Firmware All All All All

Operating System Foscam C1 Firmware All All All All

Hardware Foscam C1 Lite - All All All

Hardware Foscam C1 Lite 2 All All All

Hardware Foscam C1 Lite 3 All All All

Hardware Foscam C1 Lite - All All All

Hardware Foscam C1 Lite 2 All All All

Hardware Foscam C1 Lite 3 All All All

Operating System Foscam C1 Lite Firmware All All All All

Operating System Foscam C1 Lite Firmware All All All All

Hardware Foscam C2 - All All All
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Hardware Foscam C2 - All All All

Hardware Foscam C2 - All All All

Operating System Foscam C2 Firmware All All All All

Hardware Foscam Fi9800p - All All All

Hardware Foscam Fi9800p 2 All All All

Hardware Foscam Fi9800p 3 All All All

Hardware Foscam Fi9800p - All All All

Hardware Foscam Fi9800p 2 All All All

Hardware Foscam Fi9800p 3 All All All

Operating System Foscam Fi9800p Firmware All All All All

Operating System Foscam Fi9800p Firmware All All All All

Hardware Foscam Fi9803ep - All All All

Hardware Foscam Fi9803ep - All All All

Operating System Foscam Fi9803ep Firmware All All All All

Hardware Foscam Fi9803p - All All All

Hardware Foscam Fi9803p 2 All All All

Hardware Foscam Fi9803p 3 All All All

Hardware Foscam Fi9803p - All All All

Hardware Foscam Fi9803p 2 All All All

Hardware Foscam Fi9803p 3 All All All

Operating System Foscam Fi9803p Firmware All All All All

Operating System Foscam Fi9803p Firmware All All All All

Hardware Foscam Fi9804p - All All All

Hardware Foscam Fi9804p - All All All

Operating System Foscam Fi9804p Firmware All All All All

Hardware Foscam Fi9804w - All All All

Hardware Foscam Fi9804w - All All All

Operating System Foscam Fi9804w Firmware All All All All

Hardware Foscam Fi9805e - All All All

Hardware Foscam Fi9805e - All All All

Operating System Foscam Fi9805e Firmware All All All All

Hardware Foscam Fi9805p - All All All

Hardware Foscam Fi9805p - All All All

Operating System Foscam Fi9805p Firmware All All All All

Hardware Foscam Fi9805w - All All All

Hardware Foscam Fi9805w - All All All
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Operating System Foscam Fi9805w Firmware All All All All

Hardware Foscam Fi9815p - All All All

Hardware Foscam Fi9815p 2 All All All

Hardware Foscam Fi9815p - All All All

Hardware Foscam Fi9815p 2 All All All

Operating System Foscam Fi9815p Firmware All All All All

Hardware Foscam Fi9816p - All All All

Hardware Foscam Fi9816p 2 All All All

Hardware Foscam Fi9816p - All All All

Hardware Foscam Fi9816p 2 All All All

Operating System Foscam Fi9816p Firmware All All All All

Hardware Foscam Fi9818w 2 All All All

Hardware Foscam Fi9818w 2 All All All

Operating System Foscam Fi9818w Firmware All All All All

Hardware Foscam Fi9821ep - All All All

Hardware Foscam Fi9821ep 2 All All All

Hardware Foscam Fi9821ep - All All All

Hardware Foscam Fi9821ep 2 All All All

Operating System Foscam Fi9821ep Firmware All All All All

Operating System Foscam Fi9821ep Firmware All All All All

Hardware Foscam Fi9821p - All All All

Hardware Foscam Fi9821p 2 All All All

Hardware Foscam Fi9821p 3 All All All

Hardware Foscam Fi9821p - All All All

Hardware Foscam Fi9821p 2 All All All

Hardware Foscam Fi9821p 3 All All All

Operating System Foscam Fi9821p Firmware All All All All

Operating System Foscam Fi9821p Firmware All All All All

Operating System Foscam Fi9821p Firmware All All All All

Hardware Foscam Fi9821w 2 All All All

Hardware Foscam Fi9821w 2 All All All

Operating System Foscam Fi9821w Firmware All All All All

Hardware Foscam Fi9826p - All All All

Hardware Foscam Fi9826p 2 All All All

Hardware Foscam Fi9826p 3 All All All

Hardware Foscam Fi9826p - All All All
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Hardware Foscam Fi9826p - All All All

Hardware Foscam Fi9826p 2 All All All

Hardware Foscam Fi9826p 3 All All All

Operating System Foscam Fi9826p Firmware All All All All

Operating System Foscam Fi9826p Firmware All All All All

Operating System Foscam Fi9826p Firmware All All All All

Hardware Foscam Fi9826w - All All All

Hardware Foscam Fi9826w - All All All

Operating System Foscam Fi9826w Firmware All All All All

Hardware Foscam Fi9828p - All All All

Hardware Foscam Fi9828p 2 All All All

Hardware Foscam Fi9828p - All All All

Hardware Foscam Fi9828p 2 All All All

Operating System Foscam Fi9828p Firmware All All All All

Operating System Foscam Fi9828p Firmware All All All All

Hardware Foscam Fi9828w - All All All

Hardware Foscam Fi9828w - All All All

Operating System Foscam Fi9828w Firmware All All All All

Hardware Foscam Fi9831p - All All All

Hardware Foscam Fi9831p 2 All All All

Hardware Foscam Fi9831p 3 All All All

Hardware Foscam Fi9831p - All All All

Hardware Foscam Fi9831p 2 All All All

Hardware Foscam Fi9831p 3 All All All
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Hardware Foscam Fi9853ep - All All All

Hardware Foscam Fi9853ep - All All All

Operating System Foscam Fi9853ep Firmware All All All All

Hardware Foscam Fi9900ep - All All All

Hardware Foscam Fi9900ep - All All All

Operating System Foscam Fi9900ep Firmware All All All All

Hardware Foscam Fi9900p - All All All

Hardware Foscam Fi9900p - All All All

Operating System Foscam Fi9900p Firmware All All All All

Hardware Foscam Fi9901ep - All All All

Hardware Foscam Fi9901ep - All All All

Operating System Foscam Fi9901ep Firmware All All All All

Hardware Foscam Fi9928p - All All All

Hardware Foscam Fi9928p - All All All

Operating System Foscam Fi9928p Firmware All All All All

Hardware Foscam Fi9961ep - All All All

Hardware Foscam Fi9961ep - All All All

Operating System Foscam Fi9961ep Firmware All All All All

Hardware Foscam R2 - All All All

Hardware Foscam R2 - All All All

Operating System Foscam R2 Firmware All All All All

Hardware Foscam R4 - All All All

Hardware Foscam R4 - All All All

Operating System Foscam R4 Firmware All All All All

References

Reference Source Link Tags

Major Vulnerabilities in Foscam Cameras – VDOO MISC blog.vdoo.com Exploit, Third Party Advisory

Foscam Securing Your Foscam Camera – Important Notice System CONFIRM www.foscam.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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