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CVE CVE-2018-6892
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2018-02-11 18:29:00 UTC
Updated 2020-10-06 01:15:00 UTC
Description An issue was discovered in CloudMe before 1.11.0. An unauthenticated remote attacker that can connect to the "CloudMe !

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Product Version

Update

Type Vendor

Application Cloudme Sync All All All

Edition

Language

All

References

Reference

CloudMe 1.11.2 Buffer Overflow ~ Packet Storm

CloudMe 1.11.2 SEH Buffer Overflow ~ Packet Storm

CloudMe 1.11.2 - Buffer Overflow ROP (DEP,ASLR) - Windows local Exploit

CloudMe 1.11.2 Buffer Overflow ~ Packet Storm

CloudMe Sync < 1.11.0 - Buffer Overflow - Windows remote Exploit

Cloudme 1.9 - Buffer Overflow (DEP) (Metasploit) - Windows_x86-64 remote Exploit

SSD Advisory — CloudMe Unauthenticated Remote Buffer Overflow — SecuriTeam Blogs
CloudMe Sync 1.10.9 - Stack-Based Buffer Overflow (Metasploit) - Windows remote Exploit
CloudMe Sync 1.11.2 Buffer Overflow - WoW64 (DEP Bypass) - Windows_x86-64 remote Exploit
CVE Program record

NVD vulnerability detail

1

hyp3rlinx.altervista.org/advisories/ CLOUDME-SYNC-UNAUTHENTICATED-REMOTE-BUFFER-OVERFLO...

Source

MISC

MISC

EXPLOIT-DB

MISC

MISC

EXPLOIT-DB

EXPLOIT-DB

MISC

EXPLOIT-DB

EXPLOIT-DB

CVE.ORG

NVD

Link
packetstorms:
packetstorms:
www.exploit-c
packetstorms:
hyp3rlinx.alter
www.exploit-c
www.exploit-c
blogs.securite
www.exploit-c
www.exploit-c
www.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2018-6892/mitre
https://cve.report/CVE-2018-6892/nist
https://cve.report/CVE-2018-6892/cve_org
https://cve.report/api/cve/CVE-2018-6892.json
https://cve.report/CVE-2018-6892.pdf
http://cve.report/vendor/cloudme
http://cve.report/software/cloudme/sync
http://packetstormsecurity.com/files/159327/CloudMe-1.11.2-Buffer-Overflow.html
http://packetstormsecurity.com/files/158716/CloudMe-1.11.2-SEH-Buffer-Overflow.html
https://www.exploit-db.com/exploits/48840
http://packetstormsecurity.com/files/157407/CloudMe-1.11.2-Buffer-Overflow.html
http://hyp3rlinx.altervista.org/advisories/CLOUDME-SYNC-UNAUTHENTICATED-REMOTE-BUFFER-OVERFLOW.txt
https://www.exploit-db.com/exploits/44027/
https://www.exploit-db.com/exploits/45197/
https://blogs.securiteam.com/index.php/archives/3669
https://www.exploit-db.com/exploits/44175/
https://www.exploit-db.com/exploits/46250/
https://www.cve.org/CVERecord?id=CVE-2018-6892
https://nvd.nist.gov/vuln/detail/CVE-2018-6892

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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