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Summary

CVE CVE-2018-6923

State PUBLIC

Assigner secteam@freebsd.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-04 18:29:00 UTC

Updated 2018-11-13 15:09:00 UTC

Description In FreeBSD before 11.1-STABLE, 11.2-RELEASE-p2, 11.1-RELEASE-p13, ip fragment reassembly code is vulnerable to a denial of service due to excessive system resource consumption. This issue can allow a remote attacker who is able to send an arbitrary ip fragments to cause the machine to consume excessive resources.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 11.0 All All All

Operating System Freebsd Freebsd 11.1 All All All

Operating System Freebsd Freebsd 11.2 All All All

Operating System Freebsd Freebsd 2.2 All All All

Operating System Freebsd Freebsd 3.0 All All All

Operating System Freebsd Freebsd 4.10 All All All

Operating System Freebsd Freebsd 4.11 All All All

Operating System Freebsd Freebsd 4.3 All All All

Operating System Freebsd Freebsd 4.4 All All All

Operating System Freebsd Freebsd 4.5 All All All

Operating System Freebsd Freebsd 4.6 All All All

Operating System Freebsd Freebsd 4.7 All All All

Operating System Freebsd Freebsd 4.8 All All All

Operating System Freebsd Freebsd 4.9 All All All

Operating System Freebsd Freebsd 5.0 All All All

Operating System Freebsd Freebsd 5.1 All All All
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Operating System Freebsd Freebsd 5.1 All All All

Operating System Freebsd Freebsd 5.2 All All All

Operating System Freebsd Freebsd 5.3 All All All

Operating System Freebsd Freebsd 5.4 All All All

Operating System Freebsd Freebsd 5.5 All All All

Operating System Freebsd Freebsd 6.0 All All All

Operating System Freebsd Freebsd 6.1 All All All

Operating System Freebsd Freebsd 6.2 All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 6.4 All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 7.1 All All All

Operating System Freebsd Freebsd 7.2 All All All

Operating System Freebsd Freebsd 7.3 All All All

Operating System Freebsd Freebsd 7.4 All All All

Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 8.1 All All All

Operating System Freebsd Freebsd 8.2 All All All

Operating System Freebsd Freebsd 8.3 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.2 All All All

Operating System Freebsd Freebsd 9.3 All All All

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 11.0 All All All

Operating System Freebsd Freebsd 11.1 All All All

Operating System Freebsd Freebsd 11.2 All All All

Operating System Freebsd Freebsd 2.2 All All All

Operating System Freebsd Freebsd 3.0 All All All

Operating System Freebsd Freebsd 4.10 All All All

Operating System Freebsd Freebsd 4.11 All All All

Operating System Freebsd Freebsd 4.3 All All All

Operating System Freebsd Freebsd 4.4 All All All

Operating System Freebsd Freebsd 4.5 All All All

Operating System Freebsd Freebsd 4.6 All All All
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Operating System Freebsd Freebsd 4.7 All All All

Operating System Freebsd Freebsd 4.8 All All All

Operating System Freebsd Freebsd 4.9 All All All

Operating System Freebsd Freebsd 5.0 All All All

Operating System Freebsd Freebsd 5.1 All All All

Operating System Freebsd Freebsd 5.2 All All All

Operating System Freebsd Freebsd 5.3 All All All

Operating System Freebsd Freebsd 5.4 All All All

Operating System Freebsd Freebsd 5.5 All All All

Operating System Freebsd Freebsd 6.0 All All All

Operating System Freebsd Freebsd 6.1 All All All

Operating System Freebsd Freebsd 6.2 All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 6.4 All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 7.1 All All All

Operating System Freebsd Freebsd 7.2 All All All

Operating System Freebsd Freebsd 7.3 All All All

Operating System Freebsd Freebsd 7.4 All All All

Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 8.1 All All All

Operating System Freebsd Freebsd 8.2 All All All

Operating System Freebsd Freebsd 8.3 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.2 All All All

Operating System Freebsd Freebsd 9.3 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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