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CVE CVE-2018-6947
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-28 22:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description An uninitialised stack variable in the nxfuse component that is part of the Open Source DokanFS library shipped with NoMa
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Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 10 All All All All

Operating System Microsoft Windows 10 All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 8 All All All All

Operating System Microsoft Windows 8 All All All All

Application Nomachine Nomachine All All All All

Reference Source Link Tags

NoMachine < 6.0.80 (x64) - 'nxfuse' Privilege Escalation - Windows_x86-64 local Exploit EXPLOIT-DB  www.exploit-db.com Third Par

NoMachine - Vulnerability in OSS nxfuse component (version 5) CONFIRM www.nomachine.com  Vendor A
NoMachine - The Road To Code Execution Without Fuzzing - CVE-2018-6947 MISC www.fidusinfosec.com  Third Par
NoMachine < 6.0.80 (x86) - 'nxfuse' Privilege Escalation - Windows_x86 local Exploit EXPLOIT-DB  www.exploit-db.com Third Par
NoMachine - Vulnerability in OSS nxfuse component CONFIRM www.nomachine.com  Vendor A
www.nomachine.com/TR02P08408 CONFIRM www.nomachine.com  Vendor A
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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