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CVE CVE-2018-6961
State PUBLIC
Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 22:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description VMware NSX SD-WAN Edge by VeloCloud prior to version 3.1.0 contains a command injection vulnerability in the local wel

/ |

Risk And Classification

EPSS: 0.936410000 probability, percentile 0.998450000 (date 2026-05-12)

CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown
Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor VMware

Product SD-WAN Edge

Name VMware SD-WAN Edge by VeloCloud Command Injection Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2018-696 1

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Vmware Nsx Sd-wan By Velocloud All All All All
Application Vmware Nsx Sd-wan By Velocloud All All All All
Reference

VMSA-2018-0011.1
VMware NSX SD-WAN Edge < 3.1.2 - Command Injection - Hardware webapps Exploit
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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