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CVE CVE-2018-6972
State PUBLIC
Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-07-25 13:29:00 UTC
Updated 2022-06-02 19:20:00 UTC

Description VMware ESXi (6.7 before ESXi670-201806401-BG, 6.5 before ESXi650-201806401-BG, 6.0 before ESXi600-201806401-E
1|

/ |

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Mac Os X - All All All
Operating System Vmware Esxi All All All All
Operating System Vmware Esxi 55 - All All
Operating System Vmware Esxi 55 1 All All
Operating System Vmware Esxi 5.5 2 All All
Operating System Vmware Esxi 55 3a All All
Operating System Vmware Esxi 5.5 3b All All
Operating System Vmware Esxi 5.5 550-20170901001s All All
Operating System Vmware Esxi 5.5 550-20170904001 All All
Operating System Vmware Esxi 6.0 - All All
Operating System Vmware Esxi 6.0 1 All All
Operating System Vmware Esxi 6.0 1a All All
Operating System Vmware Esxi 6.0 1b All All
Operating System Vmware Esxi 6.0 2 All All
Operating System Vmware Esxi 6.0 3 All All
Operating System Vmware Esxi 6.0 3a All All
Operating System Vmware Esxi 6.0 600-201504401 All All
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Operating System Vmware Esxi 6.7 670-201806001 All All
Operating System Vmware Esxi All All All All
Application Vmware Fusion All All All All
Application Vmware Fusion All All All All
Application Vmware Fusion All All All All
Application Vmware Fusion All All All All
Application Vmware Workstation All All All All
Application Vmware Workstation All All All All
Reference

VMSA-2018-0018

Multiple VMware Products CVE-2018-6972 Denial of Service Vulnerability

VMware Workstation/Fusion Null Pointer Dereference in RPC Handler Lets Local Users on a Guest System Cause Denial of Service Conditior
VMware ESXi Null Pointer Dereference in RPC Handler Lets Local Users on a Guest System Cause Denial of Service Conditions on Their Gu
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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