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/

CVE-2018-6982

PUBLIC

security@vmware.com

CVE Program / NVD first with legacy fallback

2018-12-04 14:29:00 UTC

2022-02-03 19:50:00 UTC

VMware ESXi 6.7 without ESXi670-201811401-BG and VMware ESXi 6.5 without ESXi650-201811301-BG contain uninitia

Risk And Classification

1|

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)
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Operating System Vmware Esxi 6.7 670-201810224 All All
Operating System Vmware Esxi 6.7 670-201810225 All All
Operating System Vmware Esxi 6.7 670-201810226 All All
Operating System Vmware Esxi 6.7 670-201810227 All All
Operating System Vmware Esxi 6.7 670-201810228 All All
Operating System Vmware Esxi 6.7 670-201810229 All All
Operating System Vmware Esxi 6.7 670-201810230 All All
Operating System Vmware Esxi 6.7 670-201810231 All All
Operating System Vmware Esxi 6.7 670-201810232 All All
Operating System Vmware Esxi 6.7 670-201810233 All All
Operating System Vmware Esxi 6.7 670-201810234 All All
Operating System Vmware Esxi 6.7 670-201811001 All All
Operating System Vmware Esxi 6.0 All All All
Operating System Vmware Esxi 6.5 All All All
Operating System Vmware Esxi 6.7 All All All
Application Vmware Fusion All All All All
Application Vmware Fusion - All All All
Application Vmware Fusion 11.0.0 All All All
Application Vmware Fusion - All All All
Application Vmware Workstation All All All All
Application Vmware Workstation - All All All
Application Vmware Workstation 15.0.0 All All All
Application Vmware Workstation - All All All
Reference

VMware ESXi vmxnet3 Stack Memory Initialization Bugs Let Remote Users on a Guest System Gain Elevated Privileges on the Host System -
VMSA-2018-0027

Multiple VMware Products CVE-2018-6982 Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

/| |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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