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Summary

CVE CVE-2018-7064

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-10 18:29:00 UTC

Updated 2019-05-21 18:48:00 UTC

Description A reflected cross-site scripting (XSS) vulnerability is present in an unauthenticated Aruba Instant web interface. An attacker could use this vulnerability to trick an IAP administrator into clicking a link which could then take administrative actions on the Instant cluster, or expose the session cookie for an administrative session. Workaround: Administrators should make sure they log out of the Aruba Instant UI when not actively managing the system, and should use caution clicking links from external sources while logged into the IAP administrative interface. Resolution: Fixed in Aruba Instant 4.2.4.12, 6.5.4.11, 8.3.0.6, and 8.4.0.0

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Arubanetworks Aruba Instant All All All All

Application Arubanetworks Aruba Instant All All All All

Hardware Siemens Scalance W1750d - All All All

Hardware Siemens Scalance W1750d - All All All

Operating System Siemens Scalance W1750d Firmware All All All All

Operating System Siemens Scalance W1750d Firmware All All All All

References

Reference Source Link Tags

www.arubanetworks.com/assets/alert/ARUBA-PSA-2019-001.txt CONFIRM www.arubanetworks.com Vendor Advisory

cert-portal.siemens.com/productcert/pdf/ssa-549547.pdf CONFIRM cert-portal.siemens.com Patch, Third Party Advisory

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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