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Summary

CVE CVE-2018-7080

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-07 21:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A vulnerability exists in the firmware of embedded BLE radios that are part of some Aruba Access points. An attacker who is able to exploit the vulnerability could install new, potentially malicious firmware into the AP's BLE radio and could then gain access to the AP's console port. This vulnerability is applicable only if the BLE radio has been enabled in affected access points. The BLE radio is disabled by default. Note - Aruba products are NOT affected by a similar vulnerability being tracked as CVE-2018-16986.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arubanetworks 203r - All All All

Hardware Arubanetworks 203r - All All All

Hardware Arubanetworks 203rp - All All All

Hardware Arubanetworks 203rp - All All All

Operating System Arubanetworks 203rp Firmware - All All All

Operating System Arubanetworks 203rp Firmware - All All All

Operating System Arubanetworks 203r Firmware - All All All

Operating System Arubanetworks 203r Firmware - All All All

Hardware Arubanetworks Ap-300 Series Access Points - All All All

Hardware Arubanetworks Ap-300 Series Access Points - All All All

Operating System Arubanetworks Ap-300 Series Access Points Firmware - All All All

Operating System Arubanetworks Ap-300 Series Access Points Firmware - All All All

Hardware Arubanetworks Ap-300 Series Instant Access Points - All All All

Hardware Arubanetworks Ap-300 Series Instant Access Points - All All All

Operating System Arubanetworks Ap-300 Series Instant Access Points Firmware - All All All

Operating System Arubanetworks Ap-300 Series Instant Access Points Firmware - All All All

Operating System Arubanetworks Arubaos All All All All
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Operating System Arubanetworks Arubaos All All All All

Operating System Arubanetworks Arubaos All All All All

References

Reference Source Link

www.arubanetworks.com/assets/alert/ARUBA-PSA-2018-006.txt CONFIRM www.arubanetworks.com

Texas Instruments Bluetooth Low Energy Chips CVE-2018-7080 Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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