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Summary

CVE CVE-2018-7083

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-10 17:29:00 UTC

Updated 2019-05-20 16:29:00 UTC

Description If a process running within Aruba Instant crashes, it may leave behind a "core dump", which contains the memory contents of the process at the time it crashed. It was discovered that core dumps are stored in a way that unauthenticated users can access them through the Aruba Instant web interface. Core dumps could contain sensitive information such as keys and passwords. Workaround: Block access to the Aruba Instant web interface from all untrusted users. Resolution: Fixed in Aruba Instant 4.2.4.12, 6.5.4.11, 8.3.0.6, and 8.4.0.0

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Arubanetworks Aruba Instant All All All All

Application Arubanetworks Aruba Instant All All All All

Hardware Siemens Scalance W1750d - All All All

Hardware Siemens Scalance W1750d - All All All

Operating System Siemens Scalance W1750d Firmware All All All All

Operating System Siemens Scalance W1750d Firmware All All All All

References

Reference Source Link Tags

www.arubanetworks.com/assets/alert/ARUBA-PSA-2019-001.txt CONFIRM www.arubanetworks.com Vendor Advisory

cert-portal.siemens.com/productcert/pdf/ssa-549547.pdf CONFIRM cert-portal.siemens.com Third Party Advisory

Malformed Request BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2018-7083/mitre
https://cve.report/CVE-2018-7083/nist
https://cve.report/CVE-2018-7083/cve_org
https://cve.report/api/cve/CVE-2018-7083.json
https://cve.report/CVE-2018-7083.pdf
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_instant
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_instant
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_w1750d
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_w1750d
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_w1750d_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_w1750d_firmware
http://www.arubanetworks.com/assets/alert/ARUBA-PSA-2019-001.txt
https://cert-portal.siemens.com/productcert/pdf/ssa-549547.pdf
http://www.securityfocus.com/bid/108374
https://www.cve.org/CVERecord?id=CVE-2018-7083
https://nvd.nist.gov/vuln/detail/CVE-2018-7083


There are currently no legacy QID mappings associated with this CVE.
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