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CVE CVE-2018-7112
State PUBLIC
Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-03 15:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description The HPE-provided Windows firmware installer for certain Gen9, Gen8, G7,and G6 HPE servers allows local disclosure of p

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Hp Integrated Lights-out - All All All
Hardware Hp Integrated Lights-out - All All All
Hardware Hp Integrated Lights-out 2 - All All All
Hardware Hp Integrated Lights-out 2 - All All All
Operating System  Hp Integrated Lights-out 2 Firmware All All All All
Operating System  Hp Integrated Lights-out 2 Firmware All All All All
Operating System  Hp Integrated Lights-out 3 Firmware All All All All
Operating System  Hp Integrated Lights-out 3 Firmware All All All All
Operating System  Hp Integrated Lights-out 4 Firmware All All All All
Operating System  Hp Integrated Lights-out 4 Firmware All All All All
Hardware Hp Proliant BI280c G6 Server - All All All
Hardware Hp Proliant BI280c G6 Server - All All All
Operating System  Hp Proliant BI280c G6 Server Bladefirmware All All All All
Operating System  Hp Proliant BI280c G6 Server Bladefirmware All All All All
Hardware Hp Proliant BI2x220c G6 Server Blade - All All All
Hardware Hp Proliant BI2x220c G6 Server Blade - All All All
Operating System  Hp Proliant BI2x220c G6 Server Blade Firmware All All All All
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Cpuianny vy g UG ATOU e Dsver 1 e o Ja Ja - -
Hardware Hp Proliant X1730f Gen9 Server - All All All
Hardware Hp Proliant X1730f Gen9 Server - All All All
Operating System  Hp Proliant X1730f Gen9 Server Firmware All All All All
Operating System  Hp Proliant X1730f Gen9 Server Firmware All All All All
Hardware Hp Proliant X1740f Gen9 Server - All All All
Hardware Hp Proliant X1740f Gen9 Server - All All All
Operating System  Hp Proliant X1740f Gen9 Server Firmware All All All All
Operating System  Hp Proliant X1740f Gen9 Server Firmware All All All All
Hardware Hp Proliant X1750f Gen9 Server - All All All
Hardware Hp Proliant X1750f Gen9 Server - All All All
Operating System  Hp Proliant X1750f Gen9 Server Firmware All All All All
Operating System  Hp Proliant X1750f Gen9 Server Firmware All All All All
Reference Source
Document Display | HPE Support Center CONFIRM
Document Display | HPE Support Center CONFIRM

HPE Windows Firmware Flaw Lets Local Users Obtain Potentially Sensitive Information on the Target System - SecurityTracker SECTRAC

Document Display | HPE Support Center CONFIRM
Document Display | HPE Support Center CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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