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Summary

CVE CVE-2018-7112

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-03 15:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The HPE-provided Windows firmware installer for certain Gen9, Gen8, G7,and G6 HPE servers allows local disclosure of privileged information. This issue was resolved in previously provided firmware updates as follows. The HPE Windows firmware installer was updated in the system ROM updates which also addressed the original Spectre/Meltdown set of vulnerabilities. At that time, the Windows firmware installer was also updated in the versions of HPE Integrated Lights-Out 2, 3, and 4 (iLO 2, 3, and 4) listed in the security bulletin. The updated HPE Windows firmware installer was released in the system ROM and HPE Integrated Lights-Out (iLO) releases documented in earlier HPE Security Bulletins: HPESBHF03805, HPESBHF03835, HPESBHF03831. Windows-based systems that have already been updated to the system ROM or iLO versions described in these security bulletins require no further action.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Integrated Lights-out - All All All

Hardware Hp Integrated Lights-out - All All All

Hardware Hp Integrated Lights-out 2 - All All All

Hardware Hp Integrated Lights-out 2 - All All All

Operating System Hp Integrated Lights-out 2 Firmware All All All All

Operating System Hp Integrated Lights-out 2 Firmware All All All All

Operating System Hp Integrated Lights-out 3 Firmware All All All All

Operating System Hp Integrated Lights-out 3 Firmware All All All All

Operating System Hp Integrated Lights-out 4 Firmware All All All All

Operating System Hp Integrated Lights-out 4 Firmware All All All All

Hardware Hp Proliant Bl280c G6 Server - All All All

Hardware Hp Proliant Bl280c G6 Server - All All All

Operating System Hp Proliant Bl280c G6 Server Bladefirmware All All All All

Operating System Hp Proliant Bl280c G6 Server Bladefirmware All All All All

Hardware Hp Proliant Bl2x220c G6 Server Blade - All All All

Hardware Hp Proliant Bl2x220c G6 Server Blade - All All All

Operating System Hp Proliant Bl2x220c G6 Server Blade Firmware All All All All
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Operating System Hp Proliant Bl2x220c G6 Server Blade Firmware All All All All

Operating System Hp Proliant Bl2x220c G6 Server Blade Firmware All All All All

Hardware Hp Proliant Bl2x220c G7 Server Blade - All All All

Hardware Hp Proliant Bl2x220c G7 Server Blade - All All All

Operating System Hp Proliant Bl2x220c G7 Server Blade Firmware All All All All

Operating System Hp Proliant Bl2x220c G7 Server Blade Firmware All All All All

Hardware Hp Proliant Bl420c Gen8 Server - All All All

Hardware Hp Proliant Bl420c Gen8 Server - All All All

Operating System Hp Proliant Bl420c Gen8 Server Firmware All All All All

Operating System Hp Proliant Bl420c Gen8 Server Firmware All All All All

Hardware Hp Proliant Bl460c G6 Server Blade - All All All

Hardware Hp Proliant Bl460c G6 Server Blade - All All All

Operating System Hp Proliant Bl460c G6 Server Blade Firmware All All All All

Operating System Hp Proliant Bl460c G6 Server Blade Firmware All All All All

Hardware Hp Proliant Bl460c G7 Server Blade - All All All

Hardware Hp Proliant Bl460c G7 Server Blade - All All All

Operating System Hp Proliant Bl460c G7 Server Blade Firmware All All All All

Operating System Hp Proliant Bl460c G7 Server Blade Firmware All All All All

Hardware Hp Proliant Bl460c Gen8 Server Blade - All All All

Hardware Hp Proliant Bl460c Gen8 Server Blade - All All All

Operating System Hp Proliant Bl460c Gen8 Server Blade Firmware All All All All

Operating System Hp Proliant Bl460c Gen8 Server Blade Firmware All All All All

Hardware Hp Proliant Bl460c Gen9 Server Blade - All All All

Hardware Hp Proliant Bl460c Gen9 Server Blade - All All All

Operating System Hp Proliant Bl460c Gen9 Server Blade Firmware All All All All

Operating System Hp Proliant Bl460c Gen9 Server Blade Firmware All All All All

Hardware Hp Proliant Bl465c G7 Server Blade - All All All

Hardware Hp Proliant Bl465c G7 Server Blade - All All All

Operating System Hp Proliant Bl465c G7 Server Blade Firmware All All All All

Operating System Hp Proliant Bl465c G7 Server Blade Firmware All All All All

Hardware Hp Proliant Bl465c Gen8 Amd - All All All

Operating System Hp Proliant Bl465c Gen8 Amd Firmware All All All All

Hardware Hp Proliant Bl465c Gen8 Amd - All All All

Hardware Hp Proliant Bl465c Gen8 Amd - All All All

Operating System Hp Proliant Bl465c Gen8 Amd Firmware All All All All

Operating System Hp Proliant Bl465c Gen8 Amd Firmware All All All All
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Hardware Hp Proliant Bl490c G6 Server Blade - All All All

Hardware Hp Proliant Bl490c G6 Server Blade - All All All

Operating System Hp Proliant Bl490c G6 Server Blade Firmware All All All All

Operating System Hp Proliant Bl490c G6 Server Blade Firmware All All All All

Hardware Hp Proliant Bl490c G7 Server Blade - All All All

Hardware Hp Proliant Bl490c G7 Server Blade - All All All

Operating System Hp Proliant Bl490c G7 Server Blade Firmware All All All All

Operating System Hp Proliant Bl490c G7 Server Blade Firmware All All All All

Hardware Hp Proliant Bl620c G7 Server Blade - All All All

Hardware Hp Proliant Bl620c G7 Server Blade - All All All

Operating System Hp Proliant Bl620c G7 Server Blade Firmware All All All All

Operating System Hp Proliant Bl620c G7 Server Blade Firmware All All All All

Hardware Hp Proliant Bl660c Gen8 Server - All All All

Hardware Hp Proliant Bl660c Gen8 Server - All All All

Operating System Hp Proliant Bl660c Gen8 Server Blade Firmware All All All All

Operating System Hp Proliant Bl660c Gen8 Server Blade Firmware All All All All

Hardware Hp Proliant Bl660c Gen9 Server - All All All

Hardware Hp Proliant Bl660c Gen9 Server - All All All

Operating System Hp Proliant Bl660c Gen9 Server Firmware All All All All

Operating System Hp Proliant Bl660c Gen9 Server Firmware All All All All

Hardware Hp Proliant Bl680c G7 Server Blade - All All All

Hardware Hp Proliant Bl680c G7 Server Blade - All All All

Operating System Hp Proliant Bl680c G7 Server Blade Firmware All All All All

Operating System Hp Proliant Bl680c G7 Server Blade Firmware All All All All

Hardware Hp Proliant Bl685c G7 Server Blade Amd - All All All

Operating System Hp Proliant Bl685c G7 Server Blade Amd Firmware All All All All

Hardware Hp Proliant Bl685c G7 Server Blade Amd - All All All

Hardware Hp Proliant Bl685c G7 Server Blade Amd - All All All

Operating System Hp Proliant Bl685c G7 Server Blade Amd Firmware All All All All

Operating System Hp Proliant Bl685c G7 Server Blade Amd Firmware All All All All

Hardware Hp Proliant Dl120 G6 Server - All All All

Hardware Hp Proliant Dl120 G6 Server - All All All

Operating System Hp Proliant Dl120 G6 Server Firmware All All All All

Operating System Hp Proliant Dl120 G6 Server Firmware All All All All

Hardware Hp Proliant Dl120 G7 Server - All All All

Hardware Hp Proliant Dl120 G7 Server - All All All
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Hardware Hp Proliant Dl120 G7 Server - All All All

Operating System Hp Proliant Dl120 G7 Server Firmware All All All All

Operating System Hp Proliant Dl120 G7 Server Firmware All All All All

Hardware Hp Proliant Dl120 Gen9 Server - All All All

Hardware Hp Proliant Dl120 Gen9 Server - All All All

Operating System Hp Proliant Dl120 Gen9 Server Firmware All All All All

Operating System Hp Proliant Dl120 Gen9 Server Firmware All All All All

Hardware Hp Proliant Dl160 G6 Server - All All All

Hardware Hp Proliant Dl160 G6 Server - All All All

Operating System Hp Proliant Dl160 G6 Server Firmware All All All All

Operating System Hp Proliant Dl160 G6 Server Firmware All All All All

Hardware Hp Proliant Dl160 Gen8 Server - All All All

Hardware Hp Proliant Dl160 Gen8 Server - All All All

Operating System Hp Proliant Dl160 Gen8 Server Firmware All All All All

Operating System Hp Proliant Dl160 Gen8 Server Firmware All All All All

Hardware Hp Proliant Dl160 Gen9 Server - All All All

Hardware Hp Proliant Dl160 Gen9 Server - All All All

Operating System Hp Proliant Dl160 Gen9 Server Firmware All All All All

Operating System Hp Proliant Dl160 Gen9 Server Firmware All All All All

Hardware Hp Proliant Dl170e G6 Server - All All All

Hardware Hp Proliant Dl170e G6 Server - All All All

Operating System Hp Proliant Dl170e G6 Server Firmware All All All All

Operating System Hp Proliant Dl170e G6 Server Firmware All All All All

Hardware Hp Proliant Dl170h G6 Server - All All All

Hardware Hp Proliant Dl170h G6 Server - All All All

Operating System Hp Proliant Dl170h G6 Server Firmware All All All All

Operating System Hp Proliant Dl170h G6 Server Firmware All All All All

Hardware Hp Proliant Dl180 G6 Server - All All All

Hardware Hp Proliant Dl180 G6 Server - All All All

Operating System Hp Proliant Dl180 G6 Server Firmware All All All All

Operating System Hp Proliant Dl180 G6 Server Firmware All All All All

Hardware Hp Proliant Dl180 Gen9 Server - All All All

Hardware Hp Proliant Dl180 Gen9 Server - All All All

Operating System Hp Proliant Dl180 Gen9 Server Firmware All All All All

Operating System Hp Proliant Dl180 Gen9 Server Firmware All All All All

Hardware Hp Proliant Dl20 Gen9 Server - All All All

http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_g7_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_g7_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_g7_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_gen9_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_gen9_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_gen9_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl120_gen9_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen8_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen8_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen8_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen8_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen9_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen9_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen9_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl160_gen9_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170e_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170e_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170e_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170e_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170h_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170h_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170h_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl170h_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_g6_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_g6_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_gen9_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_gen9_server
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_gen9_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl180_gen9_server_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/proliant_dl20_gen9_server


Hardware Hp Proliant Dl20 Gen9 Server - All All All

Operating System Hp Proliant Dl20 Gen9 Server Firmware All All All All

Operating System Hp Proliant Dl20 Gen9 Server Firmware All All All All

Hardware Hp Proliant Dl320e Gen8 Server - All All All

Hardware Hp Proliant Dl320e Gen8 Server - All All All

Operating System Hp Proliant Dl320e Gen8 Server Firmware All All All All

Operating System Hp Proliant Dl320e Gen8 Server Firmware All All All All

Hardware Hp Proliant Dl320e Gen8 V2 Server - All All All

Hardware Hp Proliant Dl320e Gen8 V2 Server - All All All

Operating System Hp Proliant Dl320e Gen8 V2 Server Firmware All All All All

Operating System Hp Proliant Dl320e Gen8 V2 Server Firmware All All All All

Hardware Hp Proliant Dl320 G6 Server - All All All

Hardware Hp Proliant Dl320 G6 Server - All All All

Operating System Hp Proliant Dl320 G6 Server Firmware All All All All

Operating System Hp Proliant Dl320 G6 Server Firmware All All All All

Hardware Hp Proliant Dl360e Gen8 Server - All All All

Hardware Hp Proliant Dl360e Gen8 Server - All All All
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Operating System Hp Proliant Xl750f Gen9 Server Firmware All All All All
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