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Summary

CVE CVE-2018-7115

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-03 15:29:00 UTC

Updated 2018-12-30 02:39:00 UTC

Description HPE Intelligent Management Center (IMC) prior to IMC PLAT 7.3 (E0605P06) is vulnerable to a remote buffer overflow in dbman.exe opcode 10001 on Windows. This problem is resolved in IMC PLAT 7.3 (E0605P06) or subsequent versions.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Intelligent Management Center All All All All

Application Hp Intelligent Management Center 7.3 - All All

Application Hp Intelligent Management Center 7.3 e0503 All All

Application Hp Intelligent Management Center 7.3 e0504 All All

Application Hp Intelligent Management Center 7.3 e0504p02 All All

Application Hp Intelligent Management Center 7.3 e0504p04 All All

Application Hp Intelligent Management Center 7.3 e0506 All All

Application Hp Intelligent Management Center 7.3 e0506p03 All All

Application Hp Intelligent Management Center 7.3 e0506p07 All All

Application Hp Intelligent Management Center 7.3 e0506p09 All All

Application Hp Intelligent Management Center 7.3 e0605 All All

Application Hp Intelligent Management Center 7.3 e0605h02 All All

Application Hp Intelligent Management Center 7.3 e0605h05 All All

Application Hp Intelligent Management Center 7.3 e0605p04 All All

Application Hp Intelligent Management Center All All All All

Application Hp Intelligent Management Center 7.3 - All All

Application Hp Intelligent Management Center 7.3 e0503 All All
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Application Hp Intelligent Management Center 7.3 e0503 All All

Application Hp Intelligent Management Center 7.3 e0504 All All

Application Hp Intelligent Management Center 7.3 e0504p02 All All

Application Hp Intelligent Management Center 7.3 e0504p04 All All

Application Hp Intelligent Management Center 7.3 e0506 All All

Application Hp Intelligent Management Center 7.3 e0506p03 All All

Application Hp Intelligent Management Center 7.3 e0506p07 All All

Application Hp Intelligent Management Center 7.3 e0506p09 All All

Application Hp Intelligent Management Center 7.3 e0605 All All

Application Hp Intelligent Management Center 7.3 e0605h02 All All

Application Hp Intelligent Management Center 7.3 e0605h05 All All

Application Hp Intelligent Management Center 7.3 e0605p04 All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference

HP Intelligent Management Center Buffer Overflow and Denial of Service Vulnerabilities

Document Display | HPE Support Center

Document Display | HPE Support Center

HPE Intelligent Management Center Overflows Let Local Users Gain Elevated Privileges and Remote Users Deny Service - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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