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Summary

CVE CVE-2018-7159

State PUBLIC

Assigner cve-request@iojs.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-17 14:29:00 UTC

Updated 2023-11-07 03:00:00 UTC

Description The HTTP parser in all current versions of Node.js ignores spaces in the `Content-Length` header, allowing input such as `Content-Length: 1 2` to be interpreted as having a value of `12`. The HTTP specification does not allow for spaces in the `Content-Length` value and the Node.js HTTP parser has been brought into line on this particular difference. The security risk of this flaw to Node.js users is considered to be VERY LOW as it is difficult, and may be impossible, to craft an attack that makes use of this flaw in a way that could not already be achieved by supplying an incorrect value for `Content-Length`. Vulnerabilities may exist in user-code that make incorrect assumptions about the potential accuracy of this value compared to the actual length of the data supplied. Node.js users crafting lower-level HTTP utilities are advised to re-check the length of any input supplied after parsing is complete.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

References

Reference Source Link Tags

myF5 support.f5.com

support.f5.com/csp/article/K27228191 CONFIRM support.f5.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

March 2018 Security Releases | Node.js CONFIRM nodejs.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

377509 Alibaba Cloud Linux Security Update for http-parser (ALINUX2-SA-2019:0063)

378150 Virtuozzo Linux Security Update for http-parser (VZLSA-2019:2258)

500448 Alpine Linux Security Update for nodejs

501098 Alpine Linux Security Update for nodejs-current

504214 Alpine Linux Security Update for nodejs
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