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Summary

CVE CVE-2018-7160

State PUBLIC

Assigner cve-request@iojs.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-17 14:29:00 UTC

Updated 2023-11-07 03:00:00 UTC

Description The Node.js inspector, in 6.x and later is vulnerable to a DNS rebinding attack which could be exploited to perform remote code execution. An attack is possible from malicious websites open in a web browser on the same computer, or another computer with network access to the computer running the Node.js process. A malicious website could use a DNS rebinding attack to trick the web browser to bypass same-origin-policy checks and to allow HTTP connections to localhost or to hosts on the local network. If a Node.js process with the debug port active is running on localhost or on a host on the local network, the malicious website could connect to it as a debugger, and get full code execution access.

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

References

Reference Source Link Tags

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

myF5 support.f5.com

support.f5.com/csp/article/K63025104 CONFIRM support.f5.com Third Party Advisory

March 2018 Security Releases | Node.js CONFIRM nodejs.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

296098 Oracle Solaris 11.4 Support Repository Update (SRU) 52.132.2 Missing (CPUOCT2022)

500448 Alpine Linux Security Update for nodejs

501098 Alpine Linux Security Update for nodejs-current

504214 Alpine Linux Security Update for nodejs
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