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Summary

CVE CVE-2018-7237

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-09 23:29:00 UTC

Updated 2022-02-02 02:08:00 UTC

Description A vulnerability exists in Schneider Electric's Pelco Sarix Professional in all firmware versions prior to 3.29.67 which could allow a remote attacker to delete arbitrary system file due to lack of validation of the /login/bin/set_param to the file name with the value of 'system.delete.sd_file'

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Ibp1110-1er - All All All

Operating System Schneider-electric Ibp1110-1er Firmware All All All All

Hardware Schneider-electric Ibp219-1er - All All All

Operating System Schneider-electric Ibp219-1er Firmware All All All All

Hardware Schneider-electric Ibp319-1er - All All All

Operating System Schneider-electric Ibp319-1er Firmware All All All All

Hardware Schneider-electric Ibp519-1er - All All All

Operating System Schneider-electric Ibp519-1er Firmware All All All All

Hardware Schneider-electric Ibps110-1er - All All All

Operating System Schneider-electric Ibps110-1er Firmware All All All All

Hardware Schneider-electric Imp1110-1 - All All All

Hardware Schneider-electric Imp1110-1e - All All All

Hardware Schneider-electric Imp1110-1er - All All All

Operating System Schneider-electric Imp1110-1er Firmware All All All All

Operating System Schneider-electric Imp1110-1e Firmware All All All All

Operating System Schneider-electric Imp1110-1 Firmware All All All All

Hardware Schneider-electric Imp219-1 - All All All
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Hardware Schneider-electric Imp219-1 - All All All

Hardware Schneider-electric Imp219-1e - All All All

Hardware Schneider-electric Imp219-1er - All All All

Operating System Schneider-electric Imp219-1er Firmware All All All All

Operating System Schneider-electric Imp219-1e Firmware All All All All

Operating System Schneider-electric Imp219-1 Firmware All All All All

Hardware Schneider-electric Imp319-1 - All All All

Hardware Schneider-electric Imp319-1e - All All All

Hardware Schneider-electric Imp319-1er - All All All

Operating System Schneider-electric Imp319-1er Firmware All All All All

Operating System Schneider-electric Imp319-1e Firmware All All All All

Operating System Schneider-electric Imp319-1 Firmware All All All All

Hardware Schneider-electric Imp519-1 - All All All

Hardware Schneider-electric Imp519-1e - All All All

Hardware Schneider-electric Imp519-1er - All All All

Operating System Schneider-electric Imp519-1er Firmware All All All All

Operating System Schneider-electric Imp519-1e Firmware All All All All

Operating System Schneider-electric Imp519-1 Firmware All All All All

Hardware Schneider-electric Imps110-1e - All All All

Hardware Schneider-electric Imps110-1er - All All All

Operating System Schneider-electric Imps110-1er Firmware All All All All

Operating System Schneider-electric Imps110-1e Firmware All All All All

Hardware Schneider-electric Mps110-1 - All All All

Operating System Schneider-electric Mps110-1 Firmware All All All All

Hardware Schneider Electric Ibp1110-1er - All All All

Hardware Schneider Electric Ibp1110-1er - All All All

Operating System Schneider Electric Ibp1110-1er Firmware All All All All

Operating System Schneider Electric Ibp1110-1er Firmware All All All All

Hardware Schneider Electric Ibp219-1er - All All All

Hardware Schneider Electric Ibp219-1er - All All All

Operating System Schneider Electric Ibp219-1er Firmware All All All All

Operating System Schneider Electric Ibp219-1er Firmware All All All All

Hardware Schneider Electric Ibp319-1er - All All All

Hardware Schneider Electric Ibp319-1er - All All All

Operating System Schneider Electric Ibp319-1er Firmware All All All All

Operating System Schneider Electric Ibp319-1er Firmware All All All All
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Hardware Schneider Electric Ibp519-1er - All All All

Hardware Schneider Electric Ibp519-1er - All All All

Operating System Schneider Electric Ibp519-1er Firmware All All All All

Operating System Schneider Electric Ibp519-1er Firmware All All All All

Hardware Schneider Electric Ibps110-1er - All All All

Hardware Schneider Electric Ibps110-1er - All All All

Operating System Schneider Electric Ibps110-1er Firmware All All All All

Operating System Schneider Electric Ibps110-1er Firmware All All All All

Hardware Schneider Electric Imp1110-1 - All All All

Hardware Schneider Electric Imp1110-1 - All All All

Hardware Schneider Electric Imp1110-1e - All All All

Hardware Schneider Electric Imp1110-1e - All All All

Hardware Schneider Electric Imp1110-1er - All All All

Hardware Schneider Electric Imp1110-1er - All All All

Operating System Schneider Electric Imp1110-1er Firmware All All All All

Operating System Schneider Electric Imp1110-1er Firmware All All All All

Operating System Schneider Electric Imp1110-1e Firmware All All All All

Operating System Schneider Electric Imp1110-1e Firmware All All All All

Operating System Schneider Electric Imp1110-1 Firmware All All All All

Operating System Schneider Electric Imp1110-1 Firmware All All All All

Hardware Schneider Electric Imp219-1 - All All All

Hardware Schneider Electric Imp219-1 - All All All

Hardware Schneider Electric Imp219-1e - All All All

Hardware Schneider Electric Imp219-1e - All All All

Hardware Schneider Electric Imp219-1er - All All All

Hardware Schneider Electric Imp219-1er - All All All

Operating System Schneider Electric Imp219-1er Firmware All All All All

Operating System Schneider Electric Imp219-1er Firmware All All All All

Operating System Schneider Electric Imp219-1e Firmware All All All All

Operating System Schneider Electric Imp219-1e Firmware All All All All

Operating System Schneider Electric Imp219-1 Firmware All All All All

Operating System Schneider Electric Imp219-1 Firmware All All All All

Hardware Schneider Electric Imp319-1 - All All All

Hardware Schneider Electric Imp319-1 - All All All

Hardware Schneider Electric Imp319-1e - All All All

Hardware Schneider Electric Imp319-1e - All All All
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Hardware Schneider Electric Imp319-1e - All All All

Hardware Schneider Electric Imp319-1er - All All All

Hardware Schneider Electric Imp319-1er - All All All

Operating System Schneider Electric Imp319-1er Firmware All All All All

Operating System Schneider Electric Imp319-1er Firmware All All All All

Operating System Schneider Electric Imp319-1e Firmware All All All All

Operating System Schneider Electric Imp319-1e Firmware All All All All

Operating System Schneider Electric Imp319-1 Firmware All All All All

Operating System Schneider Electric Imp319-1 Firmware All All All All

Hardware Schneider Electric Imp519-1 - All All All

Hardware Schneider Electric Imp519-1 - All All All

Hardware Schneider Electric Imp519-1e - All All All

Hardware Schneider Electric Imp519-1e - All All All

Hardware Schneider Electric Imp519-1er - All All All

Hardware Schneider Electric Imp519-1er - All All All

Operating System Schneider Electric Imp519-1er Firmware All All All All

Operating System Schneider Electric Imp519-1er Firmware All All All All

Operating System Schneider Electric Imp519-1e Firmware All All All All

Operating System Schneider Electric Imp519-1e Firmware All All All All

Operating System Schneider Electric Imp519-1 Firmware All All All All

Operating System Schneider Electric Imp519-1 Firmware All All All All

Hardware Schneider Electric Imps110-1e - All All All

Hardware Schneider Electric Imps110-1e - All All All

Hardware Schneider Electric Imps110-1er - All All All

Hardware Schneider Electric Imps110-1er - All All All

Operating System Schneider Electric Imps110-1er Firmware All All All All

Operating System Schneider Electric Imps110-1er Firmware All All All All

Operating System Schneider Electric Imps110-1e Firmware All All All All

Operating System Schneider Electric Imps110-1e Firmware All All All All

Hardware Schneider Electric Mps110-1 - All All All

Hardware Schneider Electric Mps110-1 - All All All

Operating System Schneider Electric Mps110-1 Firmware All All All All

Operating System Schneider Electric Mps110-1 Firmware All All All All
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Security Notification - Pelco Sarix Professional (V1.2) | Schneider Electric CONFIRM www.schneider-electric.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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