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CVE CVE-2018-7239
State PUBLIC
Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-09 23:29:00 UTC
Updated 2018-03-26 15:22:00 UTC
Description A DLL hijacking vulnerability exists in Schneider Electric's SoMove Software and associated DTM software components in ¢

/ |
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Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Schneider-electric Atv12 Dtm All All All All
Application Schneider-electric Atv12 Dtm All All All All
Application Schneider-electric Atv212 Dtm All All All All
Application Schneider-electric Atv212 Dtm All All All All
Application Schneider-electric Atv312 Dtm All All All All
Application Schneider-electric Atv312 Dtm All All All All
Application Schneider-electric Atv31 Dtm All All All All
Application Schneider-electric Atv31 Dtm All All All All
Application Schneider-electric Atv320 Dtm All All All All
Application Schneider-electric Atv320 Dtm All All All All
Application Schneider-electric Atv32 Dtm All All All All
Application Schneider-electric Atv32 Dtm All All All All
Application Schneider-electric Atv340 Dtm All All All All
Application Schneider-electric Atv340 Dtm All All All All
Application Schneider-electric Atv600 Dtm All All All All
Application Schneider-electric Atv600 Dtm All All All All
Application Schneider-electric Atv61 Dtm All All All All
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Application Schneider-electric Atv61 Dtm All All All All

Application Schneider-electric Atv71 Dtm All All All All

Application Schneider-electric Atv71 Dtm All All All All

Application Schneider-electric Atv900 Dtm All All All All

Application Schneider-electric Atv900 Dtm All All All All

Application Schneider-electric Atv Lift Dtm All All All All

Application Schneider-electric Atv Lift Dtm All All All All

Application Schneider-electric Somove All All All All

Application Schneider-electric Somove All All All All

Reference Source Link

Multiple Schneider Electric Products CVE-2018-7239 DLL Loading Local Code Execution Vulnerability BID www.securityfocus.com
Security Notification- SoMove | Download Schneider Electric CONFIRM  www.schneider-electric.
Schneider Electric SoMove Software and DTM Software Components | CISA MISC ics-cert.us-cert.gov
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591155 Schneider Electric SOMOVE,ATV320,ATV340,ATV6xx,ATVI9xx Arbitrary Code Execution Vulnerability (ICSA-18-065-02)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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