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Summary

CVE CVE-2018-7241

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-18 20:29:00 UTC

Updated 2018-12-05 21:29:00 UTC

Description Hard coded accounts exist in Schneider Electric's Modicon Premium, Modicon Quantum, Modicon M340, and BMXNOR0200 controllers in all versions of the communication modules.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric 140cpu31110 - All All All

Hardware Schneider-electric 140cpu31110 - All All All

Hardware Schneider-electric 140cpu31110c - All All All

Hardware Schneider-electric 140cpu31110c - All All All

Operating System Schneider-electric 140cpu31110c Firmware - All All All

Operating System Schneider-electric 140cpu31110c Firmware - All All All

Operating System Schneider-electric 140cpu31110 Firmware - All All All

Operating System Schneider-electric 140cpu31110 Firmware - All All All

Hardware Schneider-electric 140cpu43412u - All All All

Hardware Schneider-electric 140cpu43412u - All All All

Hardware Schneider-electric 140cpu43412uc - All All All

Hardware Schneider-electric 140cpu43412uc - All All All

Operating System Schneider-electric 140cpu43412uc Firmware - All All All

Operating System Schneider-electric 140cpu43412uc Firmware - All All All

Operating System Schneider-electric 140cpu43412u Firmware - All All All

Operating System Schneider-electric 140cpu43412u Firmware - All All All

Hardware Schneider-electric 140cpu65150 - All All All
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Hardware Schneider-electric 140cpu65150c - All All All

Operating System Schneider-electric 140cpu65150c Firmware - All All All

Operating System Schneider-electric 140cpu65150c Firmware - All All All

Operating System Schneider-electric 140cpu65150 Firmware - All All All

Operating System Schneider-electric 140cpu65150 Firmware - All All All

Hardware Schneider-electric 140cpu65160 - All All All
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Hardware Schneider-electric 140cpu65160c - All All All

Operating System Schneider-electric 140cpu65160c Firmware - All All All

Operating System Schneider-electric 140cpu65160c Firmware - All All All

Hardware Schneider-electric 140cpu65160s - All All All

Hardware Schneider-electric 140cpu65160s - All All All

Operating System Schneider-electric 140cpu65160s Firmware - All All All

Operating System Schneider-electric 140cpu65160s Firmware - All All All

Operating System Schneider-electric 140cpu65160 Firmware - All All All

Operating System Schneider-electric 140cpu65160 Firmware - All All All
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Operating System Schneider-electric 140cpu65260c Firmware - All All All
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