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Summary

CVE CVE-2018-7246

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-18 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A cleartext transmission of sensitive information vulnerability exists in Schneider Electric's 66074 MGE Network Management Card Transverse installed in MGE UPS and MGE STS. he integrated web server (Port 80/443/TCP) of the affected devices could allow remote attackers to discover an administrative account. If default on device, it is not using a SSL in settings and if multiple request of the page "Access Control" (IP-address device/ups/pas_cont.htm) account data will be sent in cleartext

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric 66074 Mge Network Management Card Transverse - All All All

Hardware Schneider-electric 66074 Mge Network Management Card Transverse - All All All

Hardware Schneider-electric Mge Comet Ups - All All All

Hardware Schneider-electric Mge Comet Ups - All All All

Hardware Schneider-electric Mge Eps 6000 - All All All

Hardware Schneider-electric Mge Eps 6000 - All All All

Hardware Schneider-electric Mge Eps 7000 - All All All

Hardware Schneider-electric Mge Eps 7000 - All All All

Hardware Schneider-electric Mge Eps 8000 - All All All

Hardware Schneider-electric Mge Eps 8000 - All All All

Hardware Schneider-electric Mge Galaxy 3000 - All All All

Hardware Schneider-electric Mge Galaxy 3000 - All All All

Hardware Schneider-electric Mge Galaxy 4000 - All All All

Hardware Schneider-electric Mge Galaxy 4000 - All All All

Hardware Schneider-electric Mge Galaxy 5000 - All All All

Hardware Schneider-electric Mge Galaxy 5000 - All All All

Hardware Schneider-electric Mge Galaxy 6000 - All All All
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Hardware Schneider-electric Mge Galaxy 6000 - All All All

Hardware Schneider-electric Mge Galaxy 6000 - All All All

Hardware Schneider-electric Mge Galaxy 9000 - All All All

Hardware Schneider-electric Mge Galaxy 9000 - All All All

Hardware Schneider-electric Mge Galaxy Pw - All All All

Hardware Schneider-electric Mge Galaxy Pw - All All All

References

Reference Source

Security Notification-– 66074 MGE Network Management Card Transverse installed in MGE UPS and MGE STS | Schneider Electric CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591080 Schneider Electric MGE Network Management Card Transverse installed in MGE UPS and MGE STS Multiple Vulnerabilities
(SEVD-2018-074-01)
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