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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-19 21:29:00 UTC
Updated 2023-11-07 03:00:00 UTC
Description In Ceph before 12.2.3 and 13.x through 13.0.1, the rgw_civetweb.cc RGWCivetWeb::init_env function in radosgw doesn't h
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 27 All All All
Operating System Fedoraproject Fedora 27 All All All
Application Redhat Ceph All All All All
Application Redhat Ceph 13.0.0 All All All
Application Redhat Ceph 13.0.1 All All All
Application Redhat Ceph All All All All
Application Redhat Ceph 13.0.0 All All All
Application Redhat Ceph 13.0.1 All All All
Reference

Bug #23039: abort early if frontends signal an initialization error - rgw - Ceph

rgw: make init env methods return an error by theanalyst - Pull Request #20488 - ceph/ceph - GitHub

[SECURITY] Fedora 27 Update: ceph-12.2.4-1.fc27 - package-announce - Fedora Mailing-Lists

Red Hat Customer Portal

Bug 1546611 — CVE-2018-7262 ceph: Malformed HTTP requests handled in rgw_civetweb.cc:RGW::init_env() can lead to NULL pointer deref

Red Hat Customer Portal
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[SECURITY] Fedora 27 Update: ceph-12.2.4-1.fc27 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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