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Summary

CVE CVE-2018-7286

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-22 00:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in Asterisk through 13.19.1, 14.x through 14.7.5, and 15.x through 15.2.1, and Certified Asterisk through 13.18-cert2. res_pjsip allows remote authenticated users to crash Asterisk (segmentation fault) by sending a number of SIP INVITE messages on a TCP or TLS connection and then suddenly closing the connection.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Digium Asterisk 13.19.1 All All All

Application Digium Asterisk 13.19.1 All All All

Application Digium Asterisk All All All All

Application Digium Asterisk All All All All

Application Digium Certified Asterisk All All All All

References

Reference Source

Multiple Asterisk Products CVE-2018-7286 Denial of Service Vulnerability BID

Debian -- Security Information -- DSA-4320-1 asterisk DEBIAN

AST-2018-005 CONFIRM

[ASTERISK-27618] Crash occurs when sending a repeated number of INVITE messages over TCP or TLS transport - Digium/Asterisk JIRA CONFIRM

Asterisk Transport Connection Error Lets Remote Authenticated Users Cause the Target Service to Crash - SecurityTracker SECTRACK

Asterisk chan_pjsip 15.2.0 - 'INVITE' Denial of Service - Linux dos Exploit EXPLOIT-DB
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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