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An issue was discovered in res_http_websocket.c in Asterisk 15.x through 15.2.1. If the HTTP server is enabled (default is |

| 1|

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Digium Asterisk 15.0.0 betal All All
Digium Asterisk 15.0.0 rci All All
Digium Asterisk 15.1.0 All All All
Digium Asterisk 15.1.0 rci All All
Digium Asterisk 15.1.0 rc2 All All
Digium Asterisk 15.1.1 All All All
Digium Asterisk 15.1.2 All All All
Digium Asterisk 15.1.3 All All All
Digium Asterisk 15.1.4 All All All
Digium Asterisk 15.1.5 All All All
Digium Asterisk 15.2.0 All All All
Digium Asterisk 15.2.0 rci All All
Digium Asterisk 15.2.0 rc2 All All
Digium Asterisk 15.2.1 All All All
Digium Asterisk 15.0.0 betal All All
Digium Asterisk 15.0.0 rcl All All
Digium Asterisk 15.1.0 All All All
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Application Digium Asterisk 15.1.0 rci All All
Application Digium Asterisk 15.1.0 rc2 All All
Application Digium Asterisk 15.1.1 All All All
Application Digium Asterisk 15.1.2 All All All
Application Digium Asterisk 15.1.3 All All All
Application Digium Asterisk 15.1.4 All All All
Application Digium Asterisk 15.1.5 All All All
Application Digium Asterisk 15.2.0 All All All
Application Digium Asterisk 15.2.0 rci All All
Application Digium Asterisk 15.2.0 rc2 All All
Application Digium Asterisk 15.2.1 All All All
Reference Sou
AST-2018-006 COon

Asterisk WebSocket Payload Processing Bug Lets Remote Authenticated Users Cause Denial of Service Conditions - SecurityTracker  SEC

Asterisk Open Source CVE-2018-7287 Denial of Service Vulnerability BID
[ASTERISK-27658] WebSocket frames with 0 sized payload causes DoS - Digium/Asterisk JIRA CON
CVE Program record CVE
NVD vulnerability detail NVLC

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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