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Summary

CVE CVE-2018-7311

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-21 22:29:00 UTC

Updated 2023-11-07 03:00:00 UTC

Description ** DISPUTED ** PrivateVPN 2.0.31 for macOS suffers from a root privilege escalation vulnerability. The software installs a privileged helper tool that runs as the root user. This privileged helper tool is installed as a LaunchDaemon and implements an XPC service. The XPC service is responsible for handling new VPN connection operations via the main PrivateVPN application. The privileged helper tool creates new VPN connections by executing the openvpn binary located in the /Applications/PrivateVPN.app/Contents/Resources directory. The openvpn binary can be overwritten by the default user, which allows an attacker that has already installed malicious software as the default user to replace the binary. When a new VPN connection is established, the privileged helper tool will launch this malicious binary, thus allowing an attacker to execute code as the root user. NOTE: the vendor has reportedly indicated that this behavior is "an acceptable part of their software."

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Privatevpn Privatevpn 2.0.31 All All All

Application Privatevpn Privatevpn 2.0.31 All All All

References

Reference Source Link Tags

research/VS-2018-004.md at master · VerSprite/research · GitHub MISC github.com Third Party Advisory

research/VS-2018-004.md at eba22c8b506be6f7128ef5356281915d5667bfff · VerSprite/research · GitHub MISC github.com Third Party Advisory

https://github.com/VerSprite/research/compare/3203be2...eba22c8.diff · GitHub MISC gist.github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

https://cve.report/
https://cve.report/CVE-2018-7311/mitre
https://cve.report/CVE-2018-7311/nist
https://cve.report/CVE-2018-7311/cve_org
https://cve.report/api/cve/CVE-2018-7311.json
https://cve.report/CVE-2018-7311.pdf
http://cve.report/vendor/privatevpn
http://cve.report/software/privatevpn/privatevpn
http://cve.report/vendor/privatevpn
http://cve.report/software/privatevpn/privatevpn
https://github.com/VerSprite/research/blob/master/advisories/VS-2018-004.md
https://github.com/VerSprite/research/blob/eba22c8b506be6f7128ef5356281915d5667bfff/advisories/VS-2018-004.md
https://gist.github.com/anonymous/cfc3f3419804b22ee9e82ee8d16a661d
https://www.cve.org/CVERecord?id=CVE-2018-7311
https://nvd.nist.gov/vuln/detail/CVE-2018-7311
https://cve.report/


this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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