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CVE CVE-2018-7550
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-01 17:29:00 UTC
Updated 2024-01-30 22:15:00 UTC
Description The load_multiboot function in hw/i386/multiboot.c in Quick Emulator (aka QEMU) allows local guest OS users to execute &

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Qemu Qemu All All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
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Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Sou
USN-3649-1: QEMU vulnerabilities | Ubuntu security notices UBL
1549798 — (CVE-2018-7550) CVE-2018-7550 QEMU: i386: multiboot OOB access while loading kernel image CONM
[SECURITY] [DLA 1351-1] gemu security update MLI¢
[SECURITY] [DLA 1497-1] gemu security update MLI¢
[SECURITY] [DLA 1350-1] gemu-kvm security update MLI¢
[Qemu-devel] [PATCH] multiboot: check mh_load_end_addr address field MLI¢
Red Hat Customer Portal RELC
Red Hat Customer Portal REC
Debian -- Security Information -- DSA-4213-1 gemu DEE
Qemu CVE-2018-7550 Out of Bounds Read and Write Arbitrary Code Execution Vulnerability BID
QEMU - Out of bound memory access on multiboot kernel load (CVE-2018-7550) - Advisory - orangecertcc/security-research - GitHub
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NVD vulnerability detail NVLC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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