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Summary

CVE CVE-2018-7572

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-12 16:29:00 UTC

Updated 2018-11-27 18:37:00 UTC

Description Pulse Secure Client 9.0R1 and 5.3RX before 5.3R5, when configured to authenticate VPN users during Windows Logon, can allow attackers to bypass Windows authentication and execute commands on the system with the privileges of Pulse Secure Client. The attacker must interrupt the client's network connectivity, and trigger a connection to a crafted proxy server with an invalid SSL certificate that allows certification-manager access, leading to the ability to browse local files and execute local programs.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pulsesecure Pulse Secure Desktop 5.3r1.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r1.1 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r2.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r3.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r4.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r4.1 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r4.2 All All All

Application Pulsesecure Pulse Secure Desktop 5.3rx All All All

Application Pulsesecure Pulse Secure Desktop 9.0r1.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r1.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r1.1 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r2.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r3.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r4.0 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r4.1 All All All

Application Pulsesecure Pulse Secure Desktop 5.3r4.2 All All All

Application Pulsesecure Pulse Secure Desktop 5.3rx All All All
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Application Pulsesecure Pulse Secure Desktop 5.3rx All All All

Application Pulsesecure Pulse Secure Desktop 9.0r1.0 All All All

References

Reference Source Link Tags

Advisory: CVE-2018-7572 – Pulse Secure Client Authentication Bypass - MDSec MISC www.mdsec.co.uk Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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