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Summary

CVE CVE-2018-7669

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-27 16:29:00 UTC

Updated 2018-08-11 01:29:00 UTC

Description An issue was discovered in Sitecore Sitecore.NET 8.1 rev. 151207 Hotfix 141178-1 and above. The 'Log Viewer' application is vulnerable to a directory traversal attack, allowing an attacker to access arbitrary files from the host Operating System using a sitecore/shell/default.aspx?xmlcontrol=LogViewerDetails&file= URI. Validation is performed to ensure that the text passed to the 'file' parameter correlates to the correct log file directory. This filter can be bypassed by including a valid log filename and then appending a traditional 'dot dot' style attack.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sitecore Sitecore.net All All All All

Application Sitecore Sitecore.net 8.1 update1 All All

Application Sitecore Sitecore.net 8.1 update2 All All

Application Sitecore Sitecore.net 8.1 update3 All All

Application Sitecore Sitecore.net All All All All

Application Sitecore Sitecore.net 8.1 update1 All All

Application Sitecore Sitecore.net 8.1 update2 All All

Application Sitecore Sitecore.net 8.1 update3 All All

References

Reference Source Link Tags

Sitecore.Net 8.1 - Directory Traversal - ASPX webapps Exploit EXPLOIT-DB www.exploit-db.com

%kb_name - %short_descr - Knowledge Portal CONFIRM kb.sitecore.net Vendor Advisory

Full Disclosure: Sitecore Directory Traversal Vulnerability FULLDISC seclists.org Exploit, Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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