
CVE-2018-7688
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-7688

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-07 13:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description A missing permission check in the review handling of openSUSE Open Build Service before 2.9.3 allowed all authenticated users to modify sources in projects where they do not have write permissions.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opensuse Open Build Service All All All All

Application Opensuse Open Build Service All All All All

References

Reference Source Link Tags

[api] Initialize review state with :new · openSUSE/open-build-service@b15cf19 · GitHub github.com

[opensuse-buildservice] Open Build Service 2.9.3 released ​ MLIST lists.opensuse.org Mailing List, Release Notes

Bug 1094820 – VUL-0: CVE-2018-7688: obs: Accept arbitrary reviews exploit CONFIRM bugzilla.suse.com Issue Tracking

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Marcus Hüwe

There are currently no legacy QID mappings associated with this CVE.
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