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Summary

CVE CVE-2018-7749

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-12 19:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description The SSH server implementation of AsyncSSH before 1.12.1 does not properly check whether authentication is completed before processing other requests. A customized SSH client can simply skip the authentication step.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asyncssh Project Asyncssh All All All All

Application Asyncssh Project Asyncssh All All All All

References

Reference Source Link

Google Groups groups.google.com

Google Groups MLIST groups.google.com

Bump version number up to 1.12.1 and update change log and copyright · ronf/asyncssh@c161e26 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690584 Free Berkeley Software Distribution (FreeBSD) Security Update for py-asyncssh (0e8f496a-b498-11e8-bdcf-74d435e60b7c)
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