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CVE CVE-2018-7755
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-08 07:29:00 UTC
Updated 2018-10-04 10:29:00 UTC
Description An issue was discovered in the fd_locked_ioctl function in drivers/block/floppy.c in the Linux kernel through 4.15.7. The flop
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Linux Linux Kernel All All All All

Reference Source Link
[SECURITY] [DLA 1531-1] linux-4.9 security update MLIST lists.debian.org
USN-3698-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
USN-3696-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
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Red Hat Customer Portal

USN-3698-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu security notices
USN-3696-1: Linux kernel vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

USN-3697-2: Linux kernel (OEM) vulnerabilities | Ubuntu security notices
USN-3695-1: Linux kernel vulnerabilities | Ubuntu security notices

USN-3695-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices
Debian -- Security Information -- DSA-4308-1 linux

USN-3697-1: Linux kernel vulnerabilities | Ubuntu security notices

LKML: Brian Belleville: [PATCH] floppy: Do not copy a kernel pointer to user memory in FDGETPRM ioctl
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| Legacy QID Mappings

752120 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:1651-1)

752125 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:1686-1)

752231 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2082-1)

752250 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2111-1)

753703 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753707 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753727 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)
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