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CVE CVE-2018-7798
State PUBLIC
Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-02 17:29:00 UTC
Updated 2022-01-31 20:31:00 UTC
Description A Insufficient Verification of Data Authenticity (CWE-345) vulnerability exists in the Modicon M221, all versions, which could

/

Risk And Classification

Problem Types: CWE-345
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Hardware Se Modicon M221 - All All All

Application Se Somachine Basic 1.0 All All All

Application Se Somachine Basic 1.1 All All All

Application Se Somachine Basic 1.2 All All All

Application Se Somachine Basic 1.3 All All All

Application Se Somachine Basic 1.4 All All All

Application Se Somachine Basic 1.5 All All All

Application Se Somachine Basic 1.6 sp2 All All

Reference Source Link Tags

Security Notification - Modicon M221 | Schneider Electric CONFIRM  www.schneider-electric.com  Mitiga

Schneider Electric Modicon M221 CVE-2018-7798 Remote Security Bypass Vulnerability BID www.securityfocus.com Third |

CVE Program record CVE.ORG www.cve.org canon

NVD vulnerability detail NVD nvd.nist.gov canon
| | 1|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590480 Schneider Electric Modicon M221 Insufficient Verification of Data Authenticity Vulnerability(ICSA-18-324-02)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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