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Summary

CVE CVE-2018-7820

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-17 20:15:00 UTC

Updated 2023-03-01 01:22:00 UTC

Description A Credentials Management CWE-255 vulnerability exists in the APC UPS Network Management Card 2 AOS v6.5.6, which could cause Remote Monitoring Credentials to be viewed in plaintext when Remote Monitoring is enabled, and then disabled.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Ap9630 - All All All

Hardware Schneider-electric Ap9630 - All All All

Operating System Schneider-electric Ap9630 Firmware All All All All

Operating System Schneider-electric Ap9630 Firmware All All All All

Hardware Schneider-electric Ap9631 - All All All

Hardware Schneider-electric Ap9631 - All All All

Operating System Schneider-electric Ap9631 Firmware All All All All

Operating System Schneider-electric Ap9631 Firmware All All All All

Hardware Schneider-electric Ap9635 - All All All

Hardware Schneider-electric Ap9635 - All All All

Operating System Schneider-electric Ap9635 Firmware All All All All

Operating System Schneider-electric Ap9635 Firmware All All All All

Hardware Schneider-electric Smart-ups Srt 5kva - All All All

Hardware Schneider-electric Smart-ups Srt 5kva - All All All

Operating System Schneider-electric Smart-ups Srt 5kva Firmware All All All All

Operating System Schneider-electric Smart-ups Srt 5kva Firmware All All All All
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References

Reference Source Link Tags

www.apc.com/salestools/CCON-BFQMXC/CCON-BFQMXC_R0_EN.pdf CONFIRM www.apc.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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