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CVE-2018-7827

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assaomvnneLrruumsceuian  Gertain versions of D6220 from Schneider-electric contain the foIIowing

S

vulnerability:

A Cross-Site Scripting (XSS) vulnerability exists in the 1st Gen. Pelco
Sarix Enhanced Camera and Spectra Enhanced PTZ Camera which a
remote attacker can execute arbitrary HTML and script code in a user’s
browser session.

AV

CVE-2018-7827 has been assigned by #7 cybersecurity@schneider-electric.com to track the vulnerability - currently rated as
severity.

CVSS3 Score: [SAEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE |
CVSS2 Score: [355=LOW
Access Access Authentication
Vector Complexity
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
Security Notification - Pelco Sarix Enhanced and Spectra £ MISC www.schneider-
Enhanced | Schneider Electric electric.com/en/download/document/SEVD-

2019-045-03/



https://cve.report/
https://cve.report/CVE-2018-7827/mitre
https://cve.report/CVE-2018-7827/nist
https://cve.report/CVE-2018-7827/cve_org
https://cve.report/CVE-2018-7827.pdf
http://cve.report/software/schneider-electric/d6220
http://cve.report/vendor/schneider-electric
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.schneider-electric.com/en/download/document/SEVD-2019-045-03/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = 4 Schneider-electric D6220 - All All All
Hardware &= 4 Schneider-electric D6220 - All All All
Hardware &= 4 Schneider-electric D6220I - All All All
Hardware &= 4 Schneider-electric D6220I - All All All
Operating Schneider-electric D6220I Firmware All All All All
System

Operating Schneider-electric D6220I Firmware All All All All
System

Operating Schneider-electric D6220 Firmware All All All All
System

Operating Schneider-electric D6220 Firmware All All All All
System

Hardware &= 4 Schneider-electric D6230 - All All All
Hardware &= 4 Schneider-electric D6230 - All All All
Hardware &= 4 Schneider-electric D6230I - All All All
Hardware &= A Schneider-electric D6230I - All All All
Operating Schneider-electric D6230I Firmware All All All All
System

Operating Schneider-electric D6230I Firmware All All All All
System

Operating Schneider-electric D6230 Firmware All All All All
System

Operating Schneider-electric D6230 Firmware All All All All
System

Hardware &= >4 Schneider-electric Ime119-1ei - All All All
Hardware = >4 Schneider-electric Ime119-1ei - All All All
Operating Schneider-electric Ime119-1ei Firmware All All All All
System

Operating Schneider-electric Ime119-1ei Firmware All All All All
System

Hardware = [ Schneider-electric Ime119-1ep - All All All
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Schneider-electric

Schneider-electric

Schneider-electric

Ixes1

Ixes1

Ixes1 Firmware

Ixes1 Firmware

Lk kKK kK kK,

cpe:2.3:0:schneider-electric:d6230I_firmware:*:*:*:*:**:*:*:

LKk kK kK Lk Lk,

cpe:2.3:0:schneider-electric:d62301_firmware:*:*:*:*:*:*:*:*:

e_akuk kKoK oKk,

cpe:2.3:h:schneider-electriciime119-1ei:- " " ™

Kk ok kK kK Lk,

cpe:2.3:0:schneider-electric:ime119-1ei_firmware:*:*:*:*:*:*:*:*:

Kk ok ok ok ok Kk,

cpe:2.3:0:schneider-electric:ime119-1ei_firmware:*:*:*:*:*:*:*:*:

e_ekakak kR koK.

cpe:2.3:h:schneider-electric:ime119-1ep:-r*: "%

e_ekakak ok ak koK.

cpe:2.3:h:schneider-electric:ime119-1ep:-*: "%
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All

All

All

All

All

All

All

All

All

All

All

All
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dk kKK kKKK,

cpe:2.3:0:schneider-electric:ime119-1i_firmware:*:*:*:*:*:*:*:*;

ARk Lk kKKK Lk,

cpe:2.3:0:schneider-electric:ime119-1i_firmware:*:*:*:*:*:*:*:*:

a_ekuk kLK KLk Lk,

cpe:2.3:h:schneider-electric:ime119-1p:-* "

dkakakk ok akukk,

cpe:2.3:0:schneider-electric:ime119-1p_firmware:*:*:*:*:*:*:*:*:

dkakakk kR Lk k,

cpe:2.3:0:schneider-electric:ime119-1p_firmware:*:*:*:*:*:*:*:*:

a_ekuk ok kKKK,

cpe:2.3:h:schneider-electriciime119-1s:-* "%

a_ekuk kKoK KLk,

cpe:2.3:h:schneider-electriciime119-1s:-* %

dkak Lk k ok kR k.

cpe:2.3:0:schneider-electric:ime119-1s_firmware:*:*:*:*:*:*:*:*:

dkak kR kR kR,

cpe:2.3:0:schneider-electric:ime119-1s_firmware:*:*:*:*:**:*:*:

e_akakuk kKKK,

cpe:2.3:h:schneider-electric:ime119-1vi:-

e_akukuk kKKK,

cpe:2.3:h:schneider-electric:ime119-1vi:-*

LKk ok ok ko Lk Lk,

cpe:2.3:0:schneider-electric:ime119-1vi_firmware:*:*:*:*:*:*:*:*:

e_ekakuk oKLk ak k.

cpe:2.3:h:schneider-electric:ime119-1vp:-*

e_akakuk ok akak ok,

cpe:2.3:h:schneider-electric:ime119-1vp:-*

Kk ak kKR oKk,

cpe:2.3:0:schneider-electric:ime119-1vp_firmware:*:*:*:**:*:*:*:

LKk kKK kKK,

cpe:2.3:0:schneider-electric:ime119-1vp_firmware:*:*:*:*:*:*:*:*:

e_ekakak ok kR k.

cpe:2.3:h:schneider-electriciime119-1vs:-



cpe:2.3:0:schneider-electric:ime219-1ei_firmware:™:™:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1ei_firmware:™:™:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime219-1ep:-* """
cpe:2.3:h:schneider-electric:ime219-1ep:-*: """
cpe:2.3:0:schneider-electric:ime219-1ep_firmware:*:*:*:*:*:*:*:*;
cpe:2.3:0:schneider-electric:ime219-1ep_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime219-1es:-:* """
cpe:2.3:h:schneider-electric:ime219-1es:-:** "
cpe:2.3:0:schneider-electric:ime219-1es_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1es_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime219-1i:-:*:** ™
cpe:2.3:h:schneider-electric:ime219-1i:-:*:** ™
cpe:2.3:0:schneider-electric:ime219-1i_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1i_firmware:*:*:*:*:*:**:*:
cpe:2.3:h:schneider-electric:ime219-1p:-* "
cpe:2.3:h:schneider-electriciime219-1p:-*: "
cpe:2.3:0:schneider-electric:ime219-1p_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1p_firmware:*:*:*:**:**:*:
cpe:2.3:h:schneider-electric:ime219-1s:-*
cpe:2.3:h:schneider-electric:ime219-1s:-*
cpe:2.3:0:schneider-electric:ime219-1s_firmware: :*:*:*:**:*:*:
cpe:2.3:0:schneider-electric:ime219-1s_firmware:*:*:*:*:**:*:*:
cpe:2.3:h:schneider-electric:ime219-1vi:-* %
cpe:2.3:h:schneider-electric:ime219-1viz-*** "%
cpe:2.3:0:schneider-electric:ime219-1vi_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1vi_firmware:*:*:*:*:*:*:*:*:



cpe:2.3:0:schneider-electric:ime219-1vp_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1vp_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime219-1vs:-:** """
cpe:2.3:h:schneider-electric:ime219-1vs:-:** """
cpe:2.3:0:schneider-electric:ime219-1vs_firmware: :*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime219-1vs_firmware: :*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime3122-1ei:-*: "
cpe:2.3:h:schneider-electric:ime3122-1ei:-*: "
cpe:2.3:0:schneider-electric:ime3122-1ei_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime3122-1ei_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime3122-1ep:-*: 7 " "
cpe:2.3:h:schneider-electric:ime3122-1ep:-*:* " ™
cpe:2.3:0:schneider-electric:ime3122-1ep_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime3122-1ep_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime3122-1es:-:*: "
cpe:2.3:h:schneider-electric:ime3122-1es:-:*:*:**
cpe:2.3:0:schneider-electric:ime3122-1es_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime3122-1es_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime3122-1i:- " " ™
cpe:2.3:h:schneider-electriciime3122-1i:- " " ™
cpe:2.3:0:schneider-electric:ime3122-1i_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime3122-1i_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime3122-1p:- " "%
cpe:2.3:h:schneider-electric:ime3122-1p:-1*: """
cpe:2.3:0:schneider-electric:ime3122-1p_firmware:*:*:**:**:*:*:
cpe:2.3:0:schneider-electric:ime3122-1p_firmware:™:*:*:*:**:*:*:
cpe:2.3:h:schneider-electric:ime3122-1s:-* """

cne'? 3'h'schneider-alectric imal192-1 qr--*-* - % xxx.
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a_eRak kLK LK LKLk,

cpe:2.3:h:schneider-electric:ime3122-1vp:-* "

a_ekak kLK LK LKLk,

cpe:2.3:h:schneider-electric:ime3122-1vp:-* "

dkkakukokakak k.

cpe:2.3:0:schneider-electric:ime3122-1vp_firmware:*:*:*:*:*:*:*:*:

a_eRak kL kKKK,

cpe:2.3:h:schneider-electric:ime3122-1vs:-* " "

a_eRak kL kKKK,

cpe:2.3:h:schneider-electric:ime3122-1vs:-* 7 "

dkak Lk k ok kakk,

cpe:2.3:0:schneider-electric:ime3122-1vs_firmware: :*:*:*:*:*:*:*:

dkak Lk k ok akakak,

cpe:2.3:0:schneider-electric:ime3122-1vs_firmware:*:*:*:*:*:*:*:*:

e ek koK ok kKK,

cpe:2.3:h:schneider-electric:ime3122-b1i:-*:

LRk kR oKLk kLK,

cpe:2.3:0:schneider-electric:ime3122-b1i_firmware:*:**:*:*:*:*:*:

ARk kR oKLk kK,

cpe:2.3:0:schneider-electric:ime3122-b1i_firmware: ™ *:**:*:*:

a_akuk kKKK Lk,

cpe:2.3:h:schneider-electric:ime3122-b1p:-:*: """

a_ekuk kKK kLK,

cpe:2.3:h:schneider-electric:ime3122-b1p:-:* "

Lkak kR kR kR,

cpe:2.3:0:schneider-electric:ime3122-b1p_firmware:*:*:*:*:*:*:*:*:

Kk ok ok kKK,

cpe:2.3:h:schneider-electric:ime3122-b1s:-:****

kKK oKk kK,

cpe:2.3:h:schneider-electric:ime3122-b1s:-*

Lkakakak ok ak Rk,

cpe:2.3:0:schneider-electric:ime3122-b1s_firmware: :*:*:*:*:*:*:*:



cpe:2.3:0:schneider-electric:ime319-1ei_firmware:™:™:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime319-1ep:-*: """
cpe:2.3:h:schneider-electric:ime319-1ep:-*: """
cpe:2.3:0:schneider-electric:ime319-1ep_firmware:*:*:*:*:*:*:*:*;
cpe:2.3:0:schneider-electric:ime319-1ep_firmware:*:*:*:*:*:*:*:*;
cpe:2.3:h:schneider-electric:ime319-1es:-:* """
cpe:2.3:h:schneider-electric:ime319-1es:-:* """
cpe:2.3:0:schneider-electric:ime319-1es_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime319-1es_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime319-1i:-:*:*
cpe:2.3:h:schneider-electric:ime319-1i:-:*:** ™
cpe:2.3:0:schneider-electric:ime319-1i_firmware:*:*:*:*:*:**:*:
cpe:2.3:0:schneider-electric:ime319-1i_firmware:*:*:*:*:*:**:*:
cpe:2.3:h:schneider-electric:ime319-1p:-* "
cpe:2.3:h:schneider-electric:ime319-1p:-*: ™
cpe:2.3:0:schneider-electric:ime319-1p_firmware:*:**:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime319-1p_firmware:*:**:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime319-1s:-*
cpe:2.3:h:schneider-electric:ime319-1s:-*
cpe:2.3:0:schneider-electric:ime319-1s_firmware:™:*:*:*:***:*:
cpe:2.3:0:schneider-electric:ime319-1s_firmware: :*:*:*:***:*:
cpe:2.3:h:schneider-electric:ime319-1vi:-* "
cpe:2.3:h:schneider-electric:ime319-1vi:-* "™
cpe:2.3:0:schneider-electric:ime319-1vi_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:ime319-1vi_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ime319-1vp:-* > " ™
cpe:2.3:h:schneider-electric:ime319-1vp:-* > " ™
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e_akakk oKLk LK LK,

cpe:2.3:h:schneider-electric:ime319-b1i:-:* "

e_akakk kLK LK LK,

cpe:2.3:h:schneider-electric:ime319-b1i:-:* "

ARk LKLk LKLk LKLk,

cpe:2.3:0:schneider-electric:ime319-b1i_firmware:™:*:*:*:*:*:*:*:

e_ekakukokLkuk ok,

cpe:2.3:h:schneider-electric:ime319-b1p:-: "

e_ekakukokLkuk ok,

cpe:2.3:h:schneider-electric:ime319-b1p:-: "

akLk kKKK KLk,

cpe:2.3:0:schneider-electric:ime319-b1p_firmware:*:*:*:*:*:*:*:*:

e_ekakukokLkuk ok,

cpe:2.3:h:schneider-electric:ime319-b1s:-** " %

e_ekakuk kKR k.

cpe:2.3:h:schneider-electric:ime319-b1s:-:**:*:***:*:

AKak kKK kKK,

cpe:2.3:0:schneider-electric:ime319-b1s_firmware:*:*:**:*:*:*:*:

e_akukok kKKK,

cpe:2.3:h:schneider-electric:imes19-1ei:-* "™

WKk kK kK Kk,

cpe:2.3:0:schneider-electriciimes19-1ei_firmware: :*:*:*:*:*:*:*:

WKk ok ok ok ok kK,

cpe:2.3:0:schneider-electriciimes19-1ei_firmware:*:*:*:*:*:*:*:*:

e_akakuk kKR ok,

cpe:2.3:h:schneider-electric:imes19-1ep:-*:** " *:

e akakuk ok akak ok,

cpe:2.3:h:schneider-electric:imes19-1ep:-*: " *:

Kk kKK kKK,

cpe:2.3:0:schneider-electric:imes19-1ep_firmware:*:*:*:*:*:*:*:*:

LKk kKKK KLk,

cpe:2.3:0:schneider-electric:imes19-1ep_firmware:*:*:*:*:*:*:*:*:

e_ekakakokakak ok,

cpe:2.3:h:schneider-electriciimes19-1es:-*:***:**:*:

e_ekakak ok akak ok,

cpe:2.3:h:schneider-electric:imes19-1es:-:** " ":*:



cpe:2.3:h:schneider-electric:imes19-1i:-* "%
cpe:2.3:h:schneider-electric:imes19-1i:- "
cpe:2.3:0:schneider-electric:imes19-1i_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:imes19-1i_firmware:™:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:imes19-1p:-* ™ =
cpe:2.3:h:schneider-electric:imes19-1p:-* """
cpe:2.3:0:schneider-electric:imes19-1p_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:imes19-1p_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:imes19-1s:-*: "
cpe:2.3:h:schneider-electriciimes19-1s:-:*: "
cpe:2.3:0:schneider-electric:imes19-1s_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electric:imes19-1s_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electriciimes19-1vi:-*
cpe:2.3:h:schneider-electric:imes19-1vi:-*
cpe:2.3:0:schneider-electric:imes19-1vi_firmware:™:*:**:*:*:*:*:
cpe:2.3:0:schneider-electric:imes19-1vi_firmware:™:*:**:*:*:*:*:
cpe:2.3:h:schneider-electric:imes19-1vp:-r* " ™
cpe:2.3:h:schneider-electric:imes19-1vp:-*:
cpe:2.3:0:schneider-electric:imes19-1vp_firmware:™:*:*:*:**:*:*:
cpe:2.3:0:schneider-electric:imes19-1vp_firmware:™:*:*:*:**:*:*:
cpe:2.3:h:schneider-electric:imes19-1vs:-** "
cpe:2.3:h:schneider-electric:imes19-1vs:-** "
cpe:2.3:0:schneider-electriciimes19-1vs_firmware: :*:*:*:*:*:*:*:
cpe:2.3:0:schneider-electriciimes19-1vs_firmware: :*:*:*:*:*:*:*:
cpe:2.3:h:schneider-electric:ixe11:-* "

oKk ok ok kK Lk,

cpe:2.3:h:schneider-electric:ixe11:-* "



ARk kKK kKK,

cpe:2.3:0:schneider-electric:ixe31_firmware:™:*:*:***:*:*:

e ek koK ok ok ok Lk,

cpe:2.3:h:schneider-electric:ixes:-:*** " *:*:

e ek ko kLK Lk,

cpe:2.3:h:schneider-electric:ixes:-:*** " *:*:

ARk koK ak kKK,

cpe:2.3:0:schneider-electriciixes1_firmware:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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