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Summary

CVE CVE-2018-7828

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-22 20:29:00 UTC

Updated 2019-05-28 12:37:00 UTC

Description A Cross-Site Request Forgery (CSRF) vulnerability exists in the 1st Gen. Pelco Sarix Enhanced Camera and Spectra Enhanced PTZ Camera when an authenticated user clicks a specially crafted malicious link while logged into the camera.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric D6220 - All All All

Hardware Schneider-electric D6220 - All All All

Hardware Schneider-electric D6220l - All All All

Hardware Schneider-electric D6220l - All All All

Operating System Schneider-electric D6220l Firmware All All All All

Operating System Schneider-electric D6220l Firmware All All All All

Operating System Schneider-electric D6220 Firmware All All All All

Operating System Schneider-electric D6220 Firmware All All All All

Hardware Schneider-electric D6230 - All All All

Hardware Schneider-electric D6230 - All All All

Hardware Schneider-electric D6230l - All All All

Hardware Schneider-electric D6230l - All All All

Operating System Schneider-electric D6230l Firmware All All All All

Operating System Schneider-electric D6230l Firmware All All All All

Operating System Schneider-electric D6230 Firmware All All All All

Operating System Schneider-electric D6230 Firmware All All All All

Hardware Schneider-electric Ime119-1ei - All All All
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Hardware Schneider-electric Ime119-1ei - All All All

Hardware Schneider-electric Ime119-1ei - All All All

Operating System Schneider-electric Ime119-1ei Firmware All All All All

Operating System Schneider-electric Ime119-1ei Firmware All All All All

Hardware Schneider-electric Ime119-1ep - All All All

Hardware Schneider-electric Ime119-1ep - All All All

Operating System Schneider-electric Ime119-1ep Firmware All All All All

Operating System Schneider-electric Ime119-1ep Firmware All All All All

Hardware Schneider-electric Ime119-1es - All All All

Hardware Schneider-electric Ime119-1es - All All All

Operating System Schneider-electric Ime119-1es Firmware All All All All

Operating System Schneider-electric Ime119-1es Firmware All All All All

Hardware Schneider-electric Ime119-1i - All All All

Hardware Schneider-electric Ime119-1i - All All All

Operating System Schneider-electric Ime119-1i Firmware All All All All

Operating System Schneider-electric Ime119-1i Firmware All All All All

Hardware Schneider-electric Ime119-1p - All All All

Hardware Schneider-electric Ime119-1p - All All All

Operating System Schneider-electric Ime119-1p Firmware All All All All

Operating System Schneider-electric Ime119-1p Firmware All All All All

Hardware Schneider-electric Ime119-1s - All All All

Hardware Schneider-electric Ime119-1s - All All All

Operating System Schneider-electric Ime119-1s Firmware All All All All

Operating System Schneider-electric Ime119-1s Firmware All All All All

Hardware Schneider-electric Ime119-1vi - All All All

Hardware Schneider-electric Ime119-1vi - All All All

Operating System Schneider-electric Ime119-1vi Firmware All All All All

Operating System Schneider-electric Ime119-1vi Firmware All All All All

Hardware Schneider-electric Ime119-1vp - All All All

Hardware Schneider-electric Ime119-1vp - All All All

Operating System Schneider-electric Ime119-1vp Firmware All All All All

Operating System Schneider-electric Ime119-1vp Firmware All All All All

Hardware Schneider-electric Ime119-1vs - All All All

Hardware Schneider-electric Ime119-1vs - All All All

Operating System Schneider-electric Ime119-1vs Firmware All All All All

Operating System Schneider-electric Ime119-1vs Firmware All All All All

http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ei
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ei_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ei_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ep
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ep
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ep_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1ep_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1es
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1es
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1es_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1es_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1i
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1i
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1i_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1i_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1p
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1p
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1p_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1p_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1s
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1s
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1s_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1s_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vi
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vi
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vi_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vi_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vp
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vp
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vp_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vp_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vs
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vs
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vs_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ime119-1vs_firmware


Hardware Schneider-electric Ime219-1ei - All All All

Hardware Schneider-electric Ime219-1ei - All All All

Operating System Schneider-electric Ime219-1ei Firmware All All All All

Operating System Schneider-electric Ime219-1ei Firmware All All All All

Hardware Schneider-electric Ime219-1ep - All All All

Hardware Schneider-electric Ime219-1ep - All All All

Operating System Schneider-electric Ime219-1ep Firmware All All All All

Operating System Schneider-electric Ime219-1ep Firmware All All All All

Hardware Schneider-electric Ime219-1es - All All All

Hardware Schneider-electric Ime219-1es - All All All

Operating System Schneider-electric Ime219-1es Firmware All All All All

Operating System Schneider-electric Ime219-1es Firmware All All All All

Hardware Schneider-electric Ime219-1i - All All All

Hardware Schneider-electric Ime219-1i - All All All

Operating System Schneider-electric Ime219-1i Firmware All All All All

Operating System Schneider-electric Ime219-1i Firmware All All All All

Hardware Schneider-electric Ime219-1p - All All All

Hardware Schneider-electric Ime219-1p - All All All

Operating System Schneider-electric Ime219-1p Firmware All All All All

Operating System Schneider-electric Ime219-1p Firmware All All All All

Hardware Schneider-electric Ime219-1s - All All All

Hardware Schneider-electric Ime219-1s - All All All

Operating System Schneider-electric Ime219-1s Firmware All All All All

Operating System Schneider-electric Ime219-1s Firmware All All All All
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Hardware Schneider-electric Ime219-1vi - All All All
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Operating System Schneider-electric Ime219-1vs Firmware All All All All

Hardware Schneider-electric Ime3122-1ei - All All All

Hardware Schneider-electric Ime3122-1ei - All All All

Operating System Schneider-electric Ime3122-1ei Firmware All All All All

Operating System Schneider-electric Ime3122-1ei Firmware All All All All
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Operating System Schneider-electric Ime3122-1i Firmware All All All All

Operating System Schneider-electric Ime3122-1i Firmware All All All All
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Operating System Schneider-electric Ime3122-1s Firmware All All All All
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Hardware Schneider-electric Ime3122-1vi - All All All

Operating System Schneider-electric Ime3122-1vi Firmware All All All All

Operating System Schneider-electric Ime3122-1vi Firmware All All All All

Hardware Schneider-electric Ime3122-1vp - All All All

Hardware Schneider-electric Ime3122-1vp - All All All

Operating System Schneider-electric Ime3122-1vp Firmware All All All All

Operating System Schneider-electric Ime3122-1vp Firmware All All All All

Hardware Schneider-electric Ime3122-1vs - All All All
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Operating System Schneider-electric Ime3122-1vs Firmware All All All All

Hardware Schneider-electric Ime3122-b1i - All All All

Hardware Schneider-electric Ime3122-b1i - All All All

Operating System Schneider-electric Ime3122-b1i Firmware All All All All

Operating System Schneider-electric Ime3122-b1i Firmware All All All All

Hardware Schneider-electric Ime3122-b1p - All All All

Hardware Schneider-electric Ime3122-b1p - All All All

Operating System Schneider-electric Ime3122-b1p Firmware All All All All

Operating System Schneider-electric Ime3122-b1p Firmware All All All All
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Operating System Schneider-electric Ime3122-b1s Firmware All All All All

Operating System Schneider-electric Ime3122-b1s Firmware All All All All
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Operating System Schneider-electric Ime319-1ei Firmware All All All All

Operating System Schneider-electric Ime319-1ei Firmware All All All All
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Operating System Schneider-electric Ime319-1ep Firmware All All All All

Operating System Schneider-electric Ime319-1ep Firmware All All All All
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Operating System Schneider-electric Ime319-1es Firmware All All All All

Operating System Schneider-electric Ime319-1es Firmware All All All All
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Operating System Schneider-electric Ime319-1i Firmware All All All All

Operating System Schneider-electric Ime319-1i Firmware All All All All

Hardware Schneider-electric Ime319-1p - All All All

Hardware Schneider-electric Ime319-1p - All All All

Operating System Schneider-electric Ime319-1p Firmware All All All All

Operating System Schneider-electric Ime319-1p Firmware All All All All
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