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Summary

CVE CVE-2018-7841

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-22 20:29:00 UTC

Updated 2019-05-23 15:02:00 UTC

Description A SQL Injection (CWE-89) vulnerability exists in U.motion Builder software version 1.3.4 which could cause unwanted code execution when an improper set of characters is entered.

Risk And Classification

EPSS: 0.547410000 probability, percentile 0.980540000 (date 2026-05-04)

CISA KEV: Listed on 2022-04-15; due 2022-05-06; ransomware use Unknown

Problem Types: CWE-89

CISA Known Exploited Vulnerability

Vendor Schneider Electric

Product U.motion Builder

Name Schneider Electric U.motion Builder SQL Injection Vulnerability

Required Action The impacted product is end-of-life and should be disconnected if still in use.

Notes https://nvd.nist.gov/vuln/detail/CVE-2018-7841

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric U.motion Builder 1.3.4 All All All

Application Schneider-electric U.motion Builder 1.3.4 All All All

References

Reference

Full Disclosure: [CVE-2018-7841] Schneider Electric U.Motion Builder <= 1.3.4 track_import_export.php object_id Unauthenticated Command Injection

Schneider Electric U.Motion Builder 1.3.4 Command Injection ≈ Packet Storm

Security Notification - U.motion Builder Software V1.1 | Schneider Electric
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https://www.schneider-electric.com/ww/en/download/document/SEVD-2019-071-02
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CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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