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Summary

CVE CVE-2018-7890

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-08 22:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A remote code execution issue was discovered in Zoho ManageEngine Applications Manager before 13.6 (build 13640). The publicly accessible testCredential.do endpoint takes multiple user inputs and validates supplied credentials by accessing a specified system. This endpoint calls several internal classes, and then executes a PowerShell script. If the specified system is OfficeSharePointServer, then the username and password parameters to this script are not validated, leading to Command Injection.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Applications Manager All All All All

Application Zohocorp Manageengine Applications Manager All All All All

References

Reference Source

Security Vulnerability issues fixed. Upgrade to the latest version of Applications Manager CONFIRM

Security Updates - CVE Details | ManageEngine Applications Manager CONFIRM

Advisory | ManageEngine Applications Manager Remote Code Execution and SQLi – Pentest Blog MISC

Adding ManageEngine Application Manager RCE by mmetince · Pull Request #9684 · rapid7/metasploit-framework · GitHub MISC

ManageEngine Applications Manager 13.5 - Remote Code Execution (Metasploit) - Java webapps Exploit EXPLOIT-DB

ManageEngine Applications Manager CVE-2018-7890 Remote Code Execution Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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