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Summary

CVE CVE-2018-7907

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-26 13:29:00 UTC

Updated 2018-11-28 16:52:00 UTC

Description Some Huawei products Agassi-L09 AGS-L09C100B257CUSTC100D001, AGS-L09C170B253CUSTC170D001, AGS-L09C199B251CUSTC199D001, AGS-L09C229B003CUSTC229D001, Agassi-W09 AGS-W09C100B257CUSTC100D001, AGS-W09C128B252CUSTC128D001, AGS-W09C170B252CUSTC170D001, AGS-W09C229B251CUSTC229D001, AGS-W09C331B003CUSTC331D001, AGS-W09C794B001CUSTC794D001, Baggio2-U01A BG2-U01C100B160CUSTC100D001, BG2-U01C170B160CUSTC170D001, BG2-U01C199B162CUSTC199D001, BG2-U01C209B160CUSTC209D001, BG2-U01C333B160CUSTC333D001, Bond-AL00C Bond-AL00CC00B201, Bond-AL10B Bond-AL10BC00B201, Bond-TL10B Bond-TL10BC01B201, Bond-TL10C Bond-TL10CC01B131, Haydn-L1JB HDN-L1JC137B068, Kobe-L09A KOB-L09C100B252CUSTC100D001, KOB-L09C209B002CUSTC209D001, KOB-L09C362B001CUSTC362D001, Kobe-L09AHN KOB-L09C233B226, Kobe-W09C KOB-W09C128B251CUSTC128D001, LelandP-L22C 8.0.0.101(C675CUSTC675D2), LelandP-L22D 8.0.0.101(C675CUSTC675D2), Rhone-AL00 Rhone-AL00C00B186, Selina-L02 Selina-L02C432B153, Stanford-L09S Stanford-L09SC432B183, Toronto-AL00 Toronto-AL00C00B223, Toronto-AL00A Toronto-AL00AC00B223, Toronto-TL10 Toronto-TL10C01B223 have a sensitive information leak vulnerability. An attacker can trick a user to install a malicious application to exploit this vulnerability. Due to insufficient verification of the input, successful exploitation can cause sensitive information leak.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Agassi-l09 - All All All

Hardware Huawei Agassi-l09 - All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c100b257custc100d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c170b253custc170d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c199b251custc199d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c229b003custc229d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c100b257custc100d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c170b253custc170d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c199b251custc199d001 All All All

Operating System Huawei Agassi-l09 Firmware ags-l09c229b003custc229d001 All All All

Hardware Huawei Agassi-w09 - All All All

Hardware Huawei Agassi-w09 - All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c100b257custc100d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c128b252custc128d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c170b252custc170d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c229b251custc229d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c331b003custc331d001 All All All

https://cve.report/
https://cve.report/CVE-2018-7907/mitre
https://cve.report/CVE-2018-7907/nist
https://cve.report/CVE-2018-7907/cve_org
https://cve.report/CVE-2018-7907.pdf
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-l09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/agassi-w09_firmware


Operating System Huawei Agassi-w09 Firmware ags-w09c331b003custc331d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c794b001custc794d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c100b257custc100d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c128b252custc128d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c170b252custc170d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c229b251custc229d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c331b003custc331d001 All All All

Operating System Huawei Agassi-w09 Firmware ags-w09c794b001custc794d001 All All All

Hardware Huawei Baggio2-u01a - All All All

Hardware Huawei Baggio2-u01a - All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c100b160custc100d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c170b160custc170d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c199b162custc199d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c209b160custc209d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c333b160custc333d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c100b160custc100d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c170b160custc170d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c199b162custc199d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c209b160custc209d001 All All All

Operating System Huawei Baggio2-u01a Firmware bg2-u01c333b160custc333d001 All All All

Hardware Huawei Bond-al00c - All All All

Hardware Huawei Bond-al00c - All All All

Operating System Huawei Bond-al00c Firmware bond-al00cc00b201 All All All

Operating System Huawei Bond-al00c Firmware bond-al00cc00b201 All All All

Hardware Huawei Bond-al10b - All All All

Hardware Huawei Bond-al10b - All All All

Operating System Huawei Bond-al10b Firmware bond-al10bc00b201 All All All

Operating System Huawei Bond-al10b Firmware bond-al10bc00b201 All All All

Hardware Huawei Bond-tl10b - All All All

Hardware Huawei Bond-tl10b - All All All

Operating System Huawei Bond-tl10b Firmware bond-tl10bc01b201 All All All

Operating System Huawei Bond-tl10b Firmware bond-tl10bc01b201 All All All

Hardware Huawei Bond-tl10c - All All All

Hardware Huawei Bond-tl10c - All All All

Operating System Huawei Bond-tl10c Firmware bond-tl10cc01b131 All All All

Operating System Huawei Bond-tl10c Firmware bond-tl10cc01b131 All All All
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Hardware Huawei Haydn-l1jb - All All All

Hardware Huawei Haydn-l1jb - All All All

Operating System Huawei Haydn-l1jb Firmware hdn-l1jc137b068 All All All

Operating System Huawei Haydn-l1jb Firmware hdn-l1jc137b068 All All All

Hardware Huawei Kobe-l09a - All All All

Hardware Huawei Kobe-l09a - All All All

Hardware Huawei Kobe-l09ahn - All All All

Hardware Huawei Kobe-l09ahn - All All All

Operating System Huawei Kobe-l09ahn Firmware kob-l09c233b226 All All All

Operating System Huawei Kobe-l09ahn Firmware kob-l09c233b226 All All All

Operating System Huawei Kobe-l09a Firmware kob-l09c100b252custc100d001 All All All

Operating System Huawei Kobe-l09a Firmware kob-l09c209b002custc209d001 All All All

Operating System Huawei Kobe-l09a Firmware kob-l09c362b001custc362d001 All All All

Operating System Huawei Kobe-l09a Firmware kob-l09c100b252custc100d001 All All All

Operating System Huawei Kobe-l09a Firmware kob-l09c209b002custc209d001 All All All

Operating System Huawei Kobe-l09a Firmware kob-l09c362b001custc362d001 All All All

Hardware Huawei Kobe-w09c - All All All

Hardware Huawei Kobe-w09c - All All All

Operating System Huawei Kobe-w09c Firmware kob-w09c128b251custc128d001 All All All

Operating System Huawei Kobe-w09c Firmware kob-w09c128b251custc128d001 All All All

Hardware Huawei Lelandp-l22c - All All All

Hardware Huawei Lelandp-l22c - All All All

Operating System Huawei Lelandp-l22c Firmware 8.0.0.101_c675custc675d2 All All All

Operating System Huawei Lelandp-l22c Firmware 8.0.0.101_c675custc675d2 All All All

Hardware Huawei Lelandp-l22d - All All All

Hardware Huawei Lelandp-l22d - All All All

Operating System Huawei Lelandp-l22d Firmware 8.0.0.101_c675custc675d2 All All All

Operating System Huawei Lelandp-l22d Firmware 8.0.0.101_c675custc675d2 All All All

Hardware Huawei Rhone-al00 - All All All

Hardware Huawei Rhone-al00 - All All All

Operating System Huawei Rhone-al00 Firmware rhone-al00c00b186 All All All

Operating System Huawei Rhone-al00 Firmware rhone-al00c00b186 All All All

Hardware Huawei Selina-l02 - All All All

Hardware Huawei Selina-l02 - All All All

Operating System Huawei Selina-l02 Firmware selina-l02c432b153 All All All

Operating System Huawei Selina-l02 Firmware selina-l02c432b153 All All All
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Operating System Huawei Selina-l02 Firmware selina-l02c432b153 All All All

Hardware Huawei Stanford-l09s - All All All

Hardware Huawei Stanford-l09s - All All All

Operating System Huawei Stanford-l09s Firmware stanford-l09sc432b183 All All All

Operating System Huawei Stanford-l09s Firmware stanford-l09sc432b183 All All All

Hardware Huawei Toronto-al00 - All All All

Hardware Huawei Toronto-al00 - All All All

Hardware Huawei Toronto-al00a - All All All

Hardware Huawei Toronto-al00a - All All All

Operating System Huawei Toronto-al00a Firmware toronto-al00ac00b223 All All All

Operating System Huawei Toronto-al00a Firmware toronto-al00ac00b223 All All All

Operating System Huawei Toronto-al00 Firmware toronto-al00c00b223 All All All

Operating System Huawei Toronto-al00 Firmware toronto-al00c00b223 All All All

Hardware Huawei Toronto-tl10 - All All All

Hardware Huawei Toronto-tl10 - All All All

Operating System Huawei Toronto-tl10 Firmware toronto-tl10c01b223 All All All

Operating System Huawei Toronto-tl10 Firmware toronto-tl10c01b223 All All All

References

Reference Source Link Tags

Security Advisory - Sensitive Information Leak Vulnerability in Some Huawei Products CONFIRM www.huawei.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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