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/

CVE-2018-7943

PUBLIC

psirt@huawei.com

CVE Program / NVD first with legacy fallback
2018-06-05 15:29:00 UTC

2018-07-20 16:00:00 UTC

There is an authentication bypass vulnerability in some Huawei servers. A remote attacker with low privilege may bypass th
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Huawei 1288h V5 - All All All
Huawei 1288h V5 - All All All
Huawei 1288h V5 Firmware v100r005c00 All All All
Huawei 1288h V5 Firmware v100r005c00 All All All
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Huawei 2288h V5 - All All All
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Huawei Ch1211V3 - All All All
Huawei Ch1211V3 - All All All
Huawei Ch1211 V3 Firmware v100r001c00 All All All
Huawei Ch1211 V3 Firmware v100r001c00 All All All
Huawei Ch1211V5 - All All All
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Reference

Security Advisory - Authentication Bypass Vulnerability in Some Huawei Servers

CVE Program record

NVD vulnerability detail
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Tags
Vendor Advisory
canonical

canonical, analysis

References

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh1288_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh1288_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh1288_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh1288_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288h_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288h_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288h_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288h_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/rh2288_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh310_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh310_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh310_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh310_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v5
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v5
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v5_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh321_v5_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh620_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh620_v3
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh620_v3_firmware
http://cve.report/vendor/huawei
http://cve.report/software/huawei/xh620_v3_firmware
http://www.huawei.com/en/psirt/security-advisories/huawei-sa-20180530-01-server-en
https://www.cve.org/CVERecord?id=CVE-2018-7943
https://nvd.nist.gov/vuln/detail/CVE-2018-7943

There are currently no legacy QID mappings associated with this CVE.
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