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CVE CVE-2018-8004
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-29 13:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description There are multiple HTTP smuggling and cache poisoning issues when clients making malicious requests interact with Apac
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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Traffic Server All All All All
Application Apache Traffic Server All All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All
References
Reference
Pony Mail!

Debian -- Security Information -- DSA-4282-1 trafficserver

Close the connection when returning a 400 error response by bryancall - Pull Request #3201 - apache/trafficserver - GitHub

Apache Traffic Server CVE-2018-8004 Multiple Security Vulnerabilities

Pony Mail!

Return 400 if there is whitespace after the field name and before the colon by bryancall - Pull Request #3192 - apache/trafficserver - GitHub
Drain the request body if there is a cache hit by bryancall - Pull Request #3251 - apache/trafficserver - GitHub

Validate Content-Length headers for incoming requests by bryancall - Pull Request #3231 - apache/trafficserver - GitHub
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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