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CVE CVE-2018-8007
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-07-11 13:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description Apache CouchDB administrative users can configure the database server via HTTP(S). Due to insufficient validation of adn

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Apache Couchdb All All
Application Apache Couchdb All All

Edition

All

All

Language
All

All

Reference

Document Display | HPE Support Center

[ANNOUNCE] Apache CouchDB 1.7.2 released

CouchDB: Multiple vulnerabilities (GLSA 201812-06) — Gentoo security

Apache CouchDB CVE-2018-8007 — CouchDB Blog

[ANNOUNCE] Apache CouchDB 2.1.2 released

[SECURITY] Fedora 31 Update: couchdb-3.0.0-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: couchdb-3.0.0-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: couchdb-3.0.0-1.fc32 - package-announce - Fedora Mailing-Lists
[ANNOUNCE] Apache CouchDB 2.1.2 released

Advisory: CVE-2018-8007 — Apache CouchDB Remote Code Execution — MDSec

[SECURITY] Fedora 32 Update: couchdb-3.0.0-1.fc32 - package-announce - Fedora Mailing-Lists

Malformed Request

Source

CONFIRM

MLIST

GENTOO

CONFIRM

FEDORA

MLIST

MISC

FEDORA

BID

References

Link

support.hpe.com
mail-archives.apache.org
security.gentoo.org
blog.couchdb.org
mail-archives.apache.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
mail-archives.apache.org
www.mdsec.co.uk
lists.fedoraproject.org

www.securityfocus.com


https://cve.report/
https://cve.report/CVE-2018-8007/mitre
https://cve.report/CVE-2018-8007/nist
https://cve.report/CVE-2018-8007/cve_org
https://cve.report/CVE-2018-8007.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/couchdb
http://cve.report/vendor/apache
http://cve.report/software/apache/couchdb
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbmu03935en_us
http://mail-archives.apache.org/mod_mbox/couchdb-announce/201807.mbox/%253C1699016538.6219.1531246785603.JavaMail.Joan%2540RITA%253E
https://security.gentoo.org/glsa/201812-06
https://blog.couchdb.org/2018/07/10/cve-2018-8007/
http://mail-archives.apache.org/mod_mbox/couchdb-announce/201807.mbox/%253c1439409216.6221.1531246856676.JavaMail.Joan%2540RITA%253e
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/X3JOUCX7LHDV4YWZDQNXT5NTKKRANZQW/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X3JOUCX7LHDV4YWZDQNXT5NTKKRANZQW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/S5FPHVVU5KMRFKQTJPAM3TBGC7LKCWQS/
http://mail-archives.apache.org/mod_mbox/couchdb-announce/201807.mbox/%253c1439409216.6221.1531246856676.JavaMail.Joan@RITA%253e
https://www.mdsec.co.uk/2018/08/advisory-cve-2018-8007-apache-couchdb-remote-code-execution/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/S5FPHVVU5KMRFKQTJPAM3TBGC7LKCWQS/
http://www.securityfocus.com/bid/104741

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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