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Certain versions of Http Server from Apache contain the following
vulnerability:

By specially crafting HTTP requests, the mod_md challenge handler
would dereference a NULL pointer and cause the child process to
segfault. This could be used to DoS the server. Fixed in Apache HTTP
Server 2.4.34 (Affected 2.4.33).
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CVE References

Description Tags Link

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073139 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

CVE-2018-8011 has been assigned by  security@apache.org to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Apache Software Foundation - Apache HTTP Server  version Fixed in Apache HTTP Server 2.4.34
(Affected 2.4.33)
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July 2018 Apache HTTP Server
Vulnerabilities in NetApp Products |
NetApp Product Security

Third Party Advisory
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text/html

 CONFIRM security.netapp.com/advisory/ntap-20180926-0007/
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Apache HTTPD Null Pointer
Dereference in mod_md Lets
Remote Users Deny Service -
SecurityTracker

Third Party Advisory
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 SECTRACK 1041401
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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← Previous ID Next ID→

500014 Alpine Linux Security Update for apache2

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.4.33 All All All

Application Apache Http Server 2.4.33 All All All

Application Netapp Cloud Backup - All All All

Application Netapp Cloud Backup - All All All

Discovery Credit

The issue was discovered by Daniel Caminada .
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