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The defaults settings for the CORS filter provided in Apache Tomcat 9.0.0.M1 to0 9.0.8, 8.5.0 to 8.5.31, 8.0.0.RC1 to 8.0.52,
| |

Risk And Classification

Problem Types: CWE-1188

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apache Tomcat 8.0.0 rci All All
Apache Tomcat 9.0.0 m1 All All
Apache Tomcat 9.0.0 milestone1 All All
Apache Tomcat 8.0.0 rci All All
Apache Tomcat 9.0.0 m1 All All
Apache Tomcat All All All All
Apache Tomcat All All All All
Apache Tomcat All All All All
Apache Tomcat All All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
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Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Microsoft Windows - All All All
Operating System Microsoft Windows - All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Unified Manager All All All All
Application Netapp Oncommand Unified Manager All All All All
Application Netapp Oncommand Unified Manager All All All All
Application Netapp Oncommand Unified Manager All All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Snapcenter Server - All All All
Application Netapp Snapcenter Server - All All All
Application Netapp Storage Automation Store - All All All
Application Netapp Storage Automation Store - All All All
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Apache Tomcat - Apache Tomcat 8 vulnerabilities
CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

940573 AlmaLinux Security Update for pki-deps:10.6 (ALSA-2019:1529)
960759 Rocky Linux Security Update for pki-deps:10.6 (RLSA-2019:1529)

980894 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-r4x2-3cg5-hqvp)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://lists.apache.org/thread.html/5c0e00fd31efc11e147bf99d0f03c00a734447d3b131ab0818644cdb@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r48c1444845fe15a823e1374674bfc297d5008a5453788099ea14caf0%2540%253Cdev.tomcat.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:2470
https://lists.apache.org/thread.html/845312a10aabbe2c499fca94003881d2c79fc993d85f34c1f5c77424@%253Cdev.tomcat.apache.org%253E
http://tomcat.apache.org/security-9.html
https://www.cve.org/CVERecord?id=CVE-2018-8014
https://nvd.nist.gov/vuln/detail/CVE-2018-8014
http://cve.report/qid/940573
http://cve.report/qid/960759
http://cve.report/qid/980894
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-8014
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


