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Summary

CVE CVE-2018-8025

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-27 15:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description CVE-2018-8025 describes an issue in Apache HBase that affects the optional "Thrift 1" API server when running over HTTP. There is a race-condition which could lead to authenticated sessions being incorrectly applied to users, e.g. one authenticated user would be considered a different user or an unauthenticated user would be treated as an authenticated user. https://issues.apache.org/jira/browse/HBASE-20664 implements a fix for this issue. It has been fixed in versions: 1.2.6.1, 1.3.2.1, 1.4.5, 2.0.1.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Hbase 0.92.0 All All All

Application Apache Hbase 0.92.0 All All All

Application Apache Hbase All All All All

References

Reference Source Link Tags

Pony Mail! MISC lists.apache.org Vendor Advisory

Apache HBase CVE-2018-8025 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982320 Java (maven) Security Update for org.apache.hbase:hbase-thrift (GHSA-r86j-2gc6-2cq9)
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