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Summary

CVE CVE-2018-8026

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-05 14:29:00 UTC

Updated 2019-03-29 18:44:00 UTC

Description This vulnerability in Apache Solr 6.0.0 to 6.6.4 and 7.0.0 to 7.3.1 relates to an XML external entity expansion (XXE) in Solr config files (currency.xml, enumsConfig.xml referred from schema.xml, TIKA parsecontext config file). In addition, Xinclude functionality provided in these config files is also affected in a similar way. The vulnerability can be used as XXE using file/ftp/http protocols in order to read arbitrary local files from the Solr server or the internal network. The manipulated files can be uploaded as configsets using Solr's API, allowing to exploit that vulnerability.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr All All All All

Application Apache Solr All All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapcenter - All All All

Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All

References

Reference

Apache Solr CVE-2018-8026 XML External Entity Multiple Information Disclosure Vulnerabilities

[SECURITY] CVE-2018-8026: XXE vulnerability due to Apache Solr configset upload (exchange rate provider config / enum field config / TIKA parsecontext)

CVE-2018-8026 Apache Solr Vulnerability in NetApp Products | NetApp Product Security

[SOLR-12450] CVE-2018-8026: More XXE vulns in code using DocumentBuilder - ASF JIRA

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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