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CVE CVE-2018-8032
State PUBLIC
Assigner security@apache.org

Source Priority  CVE Program / NVD first with legacy fallback

Published 2018-08-02 13:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description Apache Axis 1.x up to and including 1.4 is vulnerable to a cross-site scripting (XSS) attack in the default servlet/services.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Lan
Application Apache Axis All All All All
Operating System Debian  Debian Linux 9.0 All All All
Application Oracle  Agile Engineering Data Management 6.2.1.0 All All All
Application Oracle  Agile Product Lifecycle Management Framework 9.3.3 All All All
Application Oracle  Application Testing Suite 13.2.0.1 All All All
Application Oracle  Application Testing Suite 13.3.0.1 All All All
Application Oracle  Big Data Discovery 1.6 All All All
Application Oracle  Communications Asap Cartridges 7.2 All All All
Application Oracle  Communications Asap Cartridges 7.3 All All All
Application Oracle  Communications Design Studio 7.3.43.0 Al All All
Application Oracle  Communications Design Studio 7.3.5.5.0 Al All All
Application Oracle  Communications Design Studio 7.4.04.0 Al All All
Application Oracle  Communications Design Studio 741.1.0 Al All All
Application Oracle  Communications Element Manager 8.0.0 All All All
Application Oracle  Communications Element Manager 8.1.0 All All All
Application Oracle  Communications Element Manager 8.1.1 All All All
Application Oracle = Communications Element Manager 8.2.0 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178902 Debian Security Update for axis (DLA 2821-1)
379452 1BM Cognos Analytics Multiple Vulnerabilities (7123154)

980104 Java (maven) Security Update for axis:axis (GHSA-96jq-75wh-2658)
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