CVE-2018-8034

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2018-8034
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-01 18:29:00 UTC
Updated 2023-12-08 16:41:00 UTC
Description The host name verification when using TLS with the WebSocket client was missing. It is now enabled by default. Versions /

/ |

1|

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 8.0.0 rci All All
Application Apache Tomcat 8.0.0 rc10 All All
Application Apache Tomcat 8.0.0 rc2 All All
Application Apache Tomcat 8.0.0 rc3 All All
Application Apache Tomcat 8.0.0 rcd All All
Application Apache Tomcat 8.0.0 rch All All
Application Apache Tomcat 8.0.0 rcé All All
Application Apache Tomcat 8.0.0 rc7 All All
Application Apache Tomcat 8.0.0 rc8 All All
Application Apache Tomcat 8.0.0 rc9 All All
Application Apache Tomcat 9.0.0 m1 All All
Application Apache Tomcat 9.0.0 m10 All All
Application Apache Tomcat 9.0.0 m11 All All
Application Apache Tomcat 9.0.0 m1i2 All All
Application Apache Tomcat 9.0.0 m13 All All
Application Apache Tomcat 9.0.0 mi4 All All
Application Apache Tomcat 9.0.0 m15 All All
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Apache Tomcat CVE-2018-8034 Security Bypass Vulnerability

Apache Tomcat Missing Check in WebSocket Client Lets Remote Users Bypass Hostname Verification on the Target System - Security Tracke

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

940573 AlmaLinux Security Update for pki-deps:10.6 (ALSA-2019:1529)

960759 Rocky Linux Security Update for pki-deps:10.6 (RLSA-2019:1529)

981328 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-46]3-r4pj-4835)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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