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Summary

CVE CVE-2018-8035

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-01 21:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description This vulnerability relates to the user's browser processing of DUCC webpage input data.The javascript comprising Apache UIMA DUCC (<= 2.2.2) which runs in the user's browser does not sufficiently filter user supplied inputs, which may result in unintended execution of user supplied javascript code.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Apache Uimaducc All All All

Application Apache Unstructured Information Management Architecture Distributed Uima Cluster Computing All All All

References

Reference Source Link Tags

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Apache UIMA - Security Reports CONFIRM uima.apache.org Vendor Advisory

Apache UIMA DUCC Webserver CVE-2018-8035 Cross Site Scripting Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981795 Java (maven) Security Update for org.apache.uima:uima-ducc-web (GHSA-vm59-329q-p468)
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