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CVE CVE-2018-8038
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-05 13:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description Versions of Apache CXF Fediz prior to 1.4.4 do not fully disable Document Type Declarations (DTDs) when either parsing t
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Cxf Fediz Al Al Al Al
Application Apache Cxf Fediz All All All All
Reference

Apache CXF Fediz XML DTD Processing Lets Remote Users Deny Service - SecurityTracker

Make sure DocTypes are disallowed - apache/cxf-fediz@b6ed986 - GitHub

Pony Mail!

[cxf-commits] 20210402 svn commit: r1073270 - in /websites/production/cxf/content: cache/main.pageCache security-advisories.data/CVE-20:
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cxf.apache.org/security-advisories.data/CVE-2018-8038.txt.asc
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[cxf-commits] 20210616 svn commit: r1075801 - in /websites/production/cxf/content: cache/main.pageCache index.html security-advisories.da
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982221 Java (maven) Security Update for org.apache.cxf.fediz:fediz-jetty9 (GHSA-w3gh-g32m-cvhr)
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