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CVE CVE-2018-8040
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-29 13:29:00 UTC
Updated 2023-11-07 03:01:00 UTC
Description Pages that are rendered using the ESI plugin can have access to the cookie header when the plugin is configured not to all

/ ]

1|

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Traffic Server All All All All
Application Apache Traffic Server All All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All

References
Reference Source Link
Pony Mail! lists.ar
Pony Mail! lists.ar
Malformed Request BID WWW.S
Debian -- Security Information -- DSA-4282-1 trafficserver DEBIAN WWW.C
Pony Mail! MLIST lists.ag

Restrict access to request headers for ESI variables by shukitchan - Pull Request #3926 - apache/trafficserver - GitHub ~ CONFIRM  github.

Pony Mail! MLIST lists.ag
CVE Program record CVE.ORG www.c

NVD vulnerability detail NVD nvd.nis
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https://cve.report/
https://cve.report/CVE-2018-8040/mitre
https://cve.report/CVE-2018-8040/nist
https://cve.report/CVE-2018-8040/cve_org
https://cve.report/api/cve/CVE-2018-8040.json
https://cve.report/CVE-2018-8040.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/traffic_server
http://cve.report/vendor/apache
http://cve.report/software/apache/traffic_server
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.apache.org/thread.html/36b3df68fe7311965f6bc4630ca413d2aa99d8f1d53affda85ea70d7%2540%253Cusers.trafficserver.apache.org%253E
https://lists.apache.org/thread.html/cc7aa2ce1c6f4fe0c6bfef517763cdaad30ec7bcb0115b73f73f3c01%2540%253Cusers.trafficserver.apache.org%253E
http://www.securityfocus.com/bid/105181
https://www.debian.org/security/2018/dsa-4282
https://lists.apache.org/thread.html/36b3df68fe7311965f6bc4630ca413d2aa99d8f1d53affda85ea70d7@%253Cusers.trafficserver.apache.org%253E
https://github.com/apache/trafficserver/pull/3926
https://lists.apache.org/thread.html/cc7aa2ce1c6f4fe0c6bfef517763cdaad30ec7bcb0115b73f73f3c01@%253Cusers.trafficserver.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2018-8040
https://nvd.nist.gov/vuln/detail/CVE-2018-8040

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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