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CVE CVE-2018-8041

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-17 14:29:00 UTC

Updated 2023-11-07 03:01:00 UTC

Description Apache Camel's Mail 2.20.0 through 2.20.3, 2.21.0 through 2.21.1 and 2.22.0 is vulnerable to path traversal.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Camel 2.22.0 All All All
Application Apache Camel 2.22.0 All All All
Application Apache Camel All All All All
Application Apache Camel All All All All
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Red Hat Customer Portal REDHAT  access.redhat.com Third Party Advisc
Pony Mail! MLIST lists.apache.org
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Pony Mail! lists.apache.org
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CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysi:
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981007 Java (maven) Security Update for org.apache.camel:camel-mail (GHSA-jv74-f9pj-xp3f)
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