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Summary

CVE CVE-2018-8088

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-20 16:29:00 UTC

Updated 2023-12-27 15:15:00 UTC

Description org.slf4j.ext.EventData in the slf4j-ext module in QOS.CH SLF4J before 1.8.0-beta2 allows remote attackers to bypass intended access restrictions via crafted data. EventData in the slf4j-ext module in QOS.CH SLF4J, has been fixed in SLF4J versions 1.7.26 later and in the 2.0.x series.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Goldengate Application Adapters 12.3.2.1.0 All All All

Application Oracle Goldengate Application Adapters 12.3.2.1.0 All All All

Application Oracle Goldengate Stream Analytics All All All All

Application Oracle Goldengate Stream Analytics All All All All

Application Oracle Utilities Framework 4.2.0.2.0 All All All

Application Oracle Utilities Framework 4.2.0.3.0 All All All

Application Oracle Utilities Framework 4.3.0.2.0 All All All

Application Oracle Utilities Framework 4.3.0.3.0 All All All

Application Oracle Utilities Framework 4.3.0.4.0 All All All

Application Oracle Utilities Framework 4.3.0.5.0 All All All

Application Oracle Utilities Framework 4.3.0.6.0 All All All

Application Oracle Utilities Framework 4.4.0.0.0 All All All

Application Oracle Utilities Framework 4.2.0.2.0 All All All

Application Oracle Utilities Framework 4.2.0.3.0 All All All

Application Oracle Utilities Framework 4.3.0.2.0 All All All

Application Oracle Utilities Framework 4.3.0.3.0 All All All

Application Oracle Utilities Framework 4.3.0.4.0 All All All
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Application Oracle Utilities Framework 4.3.0.4.0 All All All

Application Oracle Utilities Framework 4.3.0.5.0 All All All

Application Oracle Utilities Framework 4.3.0.6.0 All All All

Application Oracle Utilities Framework 4.4.0.0.0 All All All

Application Qos Slf4j All All All All

Application Qos Slf4j 1.8.0 alpha1 All All

Application Qos Slf4j 1.8.0 alpha2 All All

Application Qos Slf4j 1.8.0 beta1 All All

Application Qos Slf4j 1.8.0 beta2 All All

Application Qos Slf4j All All All All

Application Qos Slf4j 1.8.0 alpha1 All All

Application Qos Slf4j 1.8.0 alpha2 All All

Application Qos Slf4j 1.8.0 beta1 All All

Application Qos Slf4j 1.8.0 beta2 All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

http://cve.report/vendor/oracle
http://cve.report/software/oracle/utilities_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/utilities_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/utilities_framework
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/qos
http://cve.report/software/qos/slf4j
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus


Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.1 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.1 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization Host 4.0 All All All

Application Redhat Virtualization Host 4.0 All All All
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https://access.redhat.com/errata/RHSA-2018:2419
https://lists.apache.org/thread.html/rc7de83170d3402af15bfed3d59f80aea20f250535bdce30e4cad24db%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r17e7e6abc53d29c0e269153517d36f4bec2755b95900596e6df15cbe%2540%253Cnotifications.iotdb.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:1447
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

20269 IBM DB2 Multiple Vulnerabilities (6466365)

379516 IBM Sterling Secure Proxy Multiple Vulnerabilities (7142038)

87467 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2021)

https://lists.apache.org/thread.html/r48247c12cf652e95a01fc94ee5aa8641f3ec481235774790e53eb55e@%253Creviews.iotdb.apache.org%253E
https://lists.apache.org/thread.html/r1660c72a660f0522947ca6ce329dcc74e1ee20c58bbe208472754489@%253Ccommon-issues.hadoop.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:1247
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https://lists.apache.org/thread.html/rc7de83170d3402af15bfed3d59f80aea20f250535bdce30e4cad24db@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r0f376559fd39cf1a53ac3afbc1fc5d62649dcac9916d4697445a94fa@%253Cissues.zookeeper.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:2669
https://lists.apache.org/thread.html/956ba8e76b6793a6670b2eb0129a5e3003ce2124ca3130fd57d48d0f@%253Cdevnull.infra.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2018-8088
https://nvd.nist.gov/vuln/detail/CVE-2018-8088
http://cve.report/qid/20269
http://cve.report/qid/379516
http://cve.report/qid/87467
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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