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An information disclosure vulnerability exists when the Windows kernel improperly handles objects in memory, aka "Windov

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Product

Windows 7

Windows 7

Windows 8.1

Windows 8.1

Windows Rt 8.1

Windows Rt 8.1

Windows Server 2008

Windows Server 2008

Windows Server 2008

Windows Server 2008

Windows Server 2008

Windows Server 2008

Windows Server 2012

Windows Server 2012

Windows Server 2012

Windows Server 2012

Version

All

All

Update
sp1i
sp1
All
All
All
All
sp2
sp1
sp1i
sp2
sp1i
sp1
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All



https://cve.report/
https://cve.report/CVE-2018-8622/mitre
https://cve.report/CVE-2018-8622/nist
https://cve.report/CVE-2018-8622/cve_org
https://cve.report/api/cve/CVE-2018-8622.json
https://cve.report/CVE-2018-8622.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_8.1
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_8.1
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_rt_8.1
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_rt_8.1
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2012
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2012
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2012
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2012

References

Reference Source Link Tags
Microsoft Windows Kernel CVE-2018-8622 Local Information Disclosure Vulnerability BID www.securityfocus.com Third Party /
portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8622 CONFIRM  portal.msrc.microsoft.com Patch, Vend
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ai
J |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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